Withdrawn/Redacted Material
Obama Presidential Library

DOCUMENT FORM SUBJECT/TITLE PAGES DATE CLASSIFICATION RESTRICTION(S)

NO.

001 Email [FOIA Appeal DON-NAVY-2014- 3 06/12/2014 P3/b3; P5;
006026] - To: Cira, William - From:
Fitzpatrick, John

002 Letter [Re: FOIA Appeal] - To: Office of the 4  05/15/2014 P3/b3;
Judge Advocate General - From:
Kevin Carroll

003 Letter [Response] - To: Kevin Carroll 2 05/01/2014 P3/b3;

004 Letter [Correspondence] - To: Naval Criminal 2 04/14/2014 P3/b3;
Investigative Service - From: Kevin
Carroll

COLLECTION TITLE:

Interagency Security Classification Appeals Panel (ISCAP) - Appeal Files

SERIES:

Unclassified and Closed Appeal Files

FOLDER TITLE:

Carroll, Kevin Briefing Book 132 April 30, 2014 2014-070

FRC ID:

53586

RESTRICTION CODES

Presidential Records Act - [44 U.S.C. 2204(a)]

P1 National Security Classified Information [(a)(1) of the PRA]

P2 Relating to the appointment to Federal office [(a)(2) of the PRA]

P3 Release would violate a Federal statute [(a)(3) of the PRA]

P4 Release would disclose trade secrets or confidential commercial or
financial information [(a)(4) of the PRA]

PS5 Release would disclose confidential advice between the President
and his advisors, or between such advisors [a)(5) of the PRA]

P6 Release would constitute a clearly unwarranted invasion of
personal privacy [(a)(6) of the PRA]

PRM. Personal record misfile defined in accordance with 44 U.S.C.

2201(3).

Deed of Gift Restrictions

A. Closed by Executive Order 13526 governing access to national

security information.

B. Closed by statute or by the agency which originated the document.
C. Closed in accordance with restrictions contained in donor's deed

of gift.

26-00000-F 2

Page

Freedom of Information Act - [S U.S.C. 552(b)]

b(1) National security classified information [(b)(1) of the FOIA]

b(2) Release would disclose internal personnel rules and practices of
an agency [(b)(2) of the FOIA]

b(3) Release would violate a Federal statute [(b)(3) of the FOIA]

b(4) Release would disclose trade secrets or confidential or financial
information [(b)(4) of the FOIA]

b(6) Release would constitute a clearly unwarranted invasion of
personal privacy [(b)(6) of the FOIA]

b(7) Release would disclose information compiled for law enforcement
purposes [(b)(7) of the FOIA]

b(8) Release would disclose information concerning the regulation of
financial institutions [(b)(8) of the FOIA]

b(9) Release would disclose geological or geophysical information
concerning wells [(b)(9) of the FOIA]

Records Not Subject to FOIA

Court Sealed - The document is withheld under a court seal and is not subject to
the Freedom of Information Act.

lof6 This document was prepared on Monday, March 23, 2026
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DOCUMENT FORM SUBJECT/TITLE PAGES DATE CLASSIFICATION RESTRICTION(S)
NO.
005 Letter [Correspondence] - To: Kevin 5 06/11/2014 P3/b3;
Carroll - From: G. E. Lattin
006 Email [Fwd: FW: ISCAP # 2014-70] 2 05/28/2014 P3/b3; P5;
007 Letter [Classification Challenge Appeal 2014- | 05/27/2014 P3/b3;
70] - To: John P. Fitzpatrick - From:
Jodi Greene
008 Email [ISCAP: Classification Challenge 2 05/06/2014 P3/b3; P6/b6;
Material Request; ISCAP Appeal 2014-
70] - To: DelGrosso, Bridget A. -
From: William Carpenter
COLLECTION TITLE:
Interagency Security Classification Appeals Panel (ISCAP) - Appeal Files
SERIES:
Unclassified and Closed Appeal Files
FOLDER TITLE:
Carroll, Kevin Briefing Book 132 April 30, 2014 2014-070
FRC ID:
53586

RESTRICTION CODES

Presidential Records Act - [44 U.S.C. 2204(a)]

P1 National Security Classified Information [(a)(1) of the PRA]

P2 Relating to the appointment to Federal office [(a)(2) of the PRA]

P3 Release would violate a Federal statute [(a)(3) of the PRA]

P4 Release would disclose trade secrets or confidential commercial or
financial information [(a)(4) of the PRA]

PS5 Release would disclose confidential advice between the President
and his advisors, or between such advisors [a)(5) of the PRA]

P6 Release would constitute a clearly unwarranted invasion of
personal privacy [(a)(6) of the PRA]

PRM. Personal record misfile defined in accordance with 44 U.S.C.

2201(3).

Deed of Gift Restrictions

A. Closed by Executive Order 13526 governing access to national

security information.

B. Closed by statute or by the agency which originated the document.
C. Closed in accordance with restrictions contained in donor's deed

of gift.

Page 2 of 6
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Freedom of Information Act - [S U.S.C. 552(b)]

b(1) National security classified information [(b)(1) of the FOIA]

b(2) Release would disclose internal personnel rules and practices of
an agency [(b)(2) of the FOIA]

b(3) Release would violate a Federal statute [(b)(3) of the FOIA]

b(4) Release would disclose trade secrets or confidential or financial
information [(b)(4) of the FOIA]

b(6) Release would constitute a clearly unwarranted invasion of
personal privacy [(b)(6) of the FOIA]

b(7) Release would disclose information compiled for law enforcement
purposes [(b)(7) of the FOIA]

b(8) Release would disclose information concerning the regulation of
financial institutions [(b)(8) of the FOIA]

b(9) Release would disclose geological or geophysical information
concerning wells [(b)(9) of the FOIA]

Records Not Subject to FOIA

Court Sealed - The document is withheld under a court seal and is not subject to
the Freedom of Information Act.

This document was prepared on Monday, March 23, 2026
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Obama Presidential Library
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NO.

009 Letter [Correspondence] - To: Kevin 1 05/06/2014 P3/b3;
Carroll - From: J. P. Duenas

010 Email [Re: FW: Sarwar Jan: Abdul Rahman 4 05/01/2014 P3/b3; P5;
Jan's Top Lieutenant and an Eduring
Source of Instability in Now Zad] - To:
ISCAP - From: William Carpenter

011 Letter [Re: Sarwar Jan] - To: John P. 2 04/30/2014 P3/b3;
Fitzpatrick - From: Kevin Carroll

012 Letter [Correspondence] - To: Bridget 1 04/11/2014 P3/b3;
DelGrosso - From: Kevin Carroll

COLLECTION TITLE:

Interagency Security Classification Appeals Panel (ISCAP) - Appeal Files

SERIES:

Unclassified and Closed Appeal Files

FOLDER TITLE:

Carroll, Kevin Briefing Book 132 April 30, 2014 2014-070

FRC ID:

53586

RESTRICTION CODES

Presidential Records Act - [44 U.S.C. 2204(a)]

P1 National Security Classified Information [(a)(1) of the PRA]

P2 Relating to the appointment to Federal office [(a)(2) of the PRA]

P3 Release would violate a Federal statute [(a)(3) of the PRA]

P4 Release would disclose trade secrets or confidential commercial or
financial information [(a)(4) of the PRA]

PS5 Release would disclose confidential advice between the President
and his advisors, or between such advisors [a)(5) of the PRA]

P6 Release would constitute a clearly unwarranted invasion of
personal privacy [(a)(6) of the PRA]

PRM. Personal record misfile defined in accordance with 44 U.S.C.
2201(3).

Deed of Gift Restrictions

A. Closed by Executive Order 13526 governing access to national
security information.

B. Closed by statute or by the agency which originated the document.

C. Closed in accordance with restrictions contained in donor's deed
of gift.

Page 3 of 6
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Freedom of Information Act - [S U.S.C. 552(b)]

b(1) National security classified information [(b)(1) of the FOIA]

b(2) Release would disclose internal personnel rules and practices of
an agency [(b)(2) of the FOIA]

b(3) Release would violate a Federal statute [(b)(3) of the FOIA]

b(4) Release would disclose trade secrets or confidential or financial
information [(b)(4) of the FOIA]

b(6) Release would constitute a clearly unwarranted invasion of
personal privacy [(b)(6) of the FOIA]

b(7) Release would disclose information compiled for law enforcement
purposes [(b)(7) of the FOIA]

b(8) Release would disclose information concerning the regulation of
financial institutions [(b)(8) of the FOIA]

b(9) Release would disclose geological or geophysical information
concerning wells [(b)(9) of the FOIA]

Records Not Subject to FOIA

Court Sealed - The document is withheld under a court seal and is not subject to
the Freedom of Information Act.

This document was prepared on Monday, March 23, 2026
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NO.

013 Letter [Correspondence] 8 01/31/2014 P3/b3;

014 Email [FW: IMPORTANT! Sawar Jan is 3 12/12/2013 P3/b3; P6/b6;

back! - From: Kevin Carroll

015 Email [Re: Sarwar Jan] - From: Kevin Carroll 2 12/12/2013 P3/b3; P6/b6;
016 Email Sawar Jan Strikes Again 1 08/11/2012 P3/b3; P6/b6;
017 Email [RE: FW: NEED GROUND TRUTH 1 08/26/2013 P3/b3; P6/b6;
COLLECTION TITLE:
Interagency Security Classification Appeals Panel (ISCAP) - Appeal Files
SERIES:
Unclassified and Closed Appeal Files
FOLDER TITLE:
Carroll, Kevin Briefing Book 132 April 30, 2014 2014-070
FRC ID:
53586
RESTRICTION CODES

Presidential Records Act - [44 U.S.C. 2204(a)] Freedom of Information Act - [S U.S.C. 552(b)]
P1 National Security Classified Information [(a)(1) of the PRA] b(1) National security classified information [(b)(1) of the FOIA]
P2 Relating to the appointment to Federal office [(a)(2) of the PRA] b(2) Release would disclose internal personnel rules and practices of
P3 Release would violate a Federal statute [(a)(3) of the PRA] an agency [(b)(2) of the FOIA]
P4 Release would disclose trade secrets or confidential commercial or b(3) Release would violate a Federal statute [(b)(3) of the FOIA]

financial information [(a)(4) of the PRA] b(4) Release would disclose trade secrets or confidential or financial
P5 Release would disclose confidential advice between the President information [(b)(4) of the FOIA]

and his advisors, or between such advisors [a)(5) of the PRA] b(6) Release would constitute a clearly unwarranted invasion of
P6 Release would constitute a clearly unwarranted invasion of personal privacy [(b)(6) of the FOIA]

personal privacy [(a)(6) of the PRA] b(7) Release would disclose information compiled for law enforcement

purposes [(b)(7) of the FOIA]

PRM. Personal record misfile defined in accordance with 44 U.S.C. b(8) Release would disclose information concerning the regulation of

2201(3). financial institutions [(b)(8) of the FOIA]

b(9) Release would disclose geological or geophysical information

Deed of Gift Restrictions concerning wells [(b)(9) of the FOIA]
A. Closed by Executive Order 13526 governing access to national Records Not Subject to FOIA

security information.
B. Closed by statute or by the agency which originated the document. Court Sealed - The document is withheld under a court seal and is not subject to
C. Closed in accordance with restrictions contained in donor's deed the Freedom of Information Act.

of gift.

26-00000-F 2 Page 4 of 6 This document was prepared on Monday, March 23, 2026
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018 Letter Notification of Board of Inquiry 2 08/30/2013 P3/b3;

019 Letter [Correspondence] - To: Lynne M. 2 09/09/2013 P3/b3;
Halbrooks - From: Peter King

020 Letter [Correspondence] - From: Kevin 2 10/24/2013 P3/b3; P6/b6;
Carroll

021 Letter [Correspondence] - To: Peter King - 1 12/23/2013 P3/b3; P6/b6;
From: Larry D. Turner

COLLECTION TITLE:

Interagency Security Classification Appeals Panel (ISCAP) - Appeal Files

SERIES:

Unclassified and Closed Appeal Files

FOLDER TITLE:

Carroll, Kevin Briefing Book 132 April 30, 2014 2014-070

FRC ID:

53586

RESTRICTION CODES

Presidential Records Act - [44 U.S.C. 2204(a)]

P1 National Security Classified Information [(a)(1) of the PRA]

P2 Relating to the appointment to Federal office [(a)(2) of the PRA]

P3 Release would violate a Federal statute [(a)(3) of the PRA]

P4 Release would disclose trade secrets or confidential commercial or
financial information [(a)(4) of the PRA]

PS5 Release would disclose confidential advice between the President
and his advisors, or between such advisors [a)(5) of the PRA]

P6 Release would constitute a clearly unwarranted invasion of
personal privacy [(a)(6) of the PRA]

PRM. Personal record misfile defined in accordance with 44 U.S.C.
2201(3).

Deed of Gift Restrictions

A. Closed by Executive Order 13526 governing access to national
security information.

B. Closed by statute or by the agency which originated the document.

C. Closed in accordance with restrictions contained in donor's deed
of gift.

Page 5 of 6

26-00000-F 2

Freedom of Information Act - [S U.S.C. 552(b)]

b(1) National security classified information [(b)(1) of the FOIA]

b(2) Release would disclose internal personnel rules and practices of
an agency [(b)(2) of the FOIA]

b(3) Release would violate a Federal statute [(b)(3) of the FOIA]

b(4) Release would disclose trade secrets or confidential or financial
information [(b)(4) of the FOIA]

b(6) Release would constitute a clearly unwarranted invasion of
personal privacy [(b)(6) of the FOIA]

b(7) Release would disclose information compiled for law enforcement
purposes [(b)(7) of the FOIA]

b(8) Release would disclose information concerning the regulation of
financial institutions [(b)(8) of the FOIA]

b(9) Release would disclose geological or geophysical information
concerning wells [(b)(9) of the FOIA]

Records Not Subject to FOIA

Court Sealed - The document is withheld under a court seal and is not subject to
the Freedom of Information Act.

This document was prepared on Monday, March 23, 2026



Withdrawn/Redacted Material
Obama Presidential Library

DOCUMENT FORM SUBJECT/TITLE PAGES DATE CLASSIFICATION RESTRICTION(S)

NO.

022 Letter [Classification Challenge] - To: Kevin 1 01/07/2014 P3/b3; P6/b6;
Carroll - From: Original
Classification Authority

023 List Tab C References 2 03/25/2006 P3/b3;

024 Report Sarwar Jan: Abdul Rahman Jan's Top 7 06/24/2014 Secret P1/bl; P3/b3;
Lieutenant and an Enduring Source of
Instability in Now Zad

COLLECTION TITLE:

Interagency Security Classification Appeals Panel (ISCAP) - Appeal Files

SERIES:

Unclassified and Closed Appeal Files

FOLDER TITLE:

Carroll, Kevin Briefing Book 132 April 30, 2014 2014-070

FRC ID:

53586

RESTRICTION CODES

Presidential Records Act - [44 U.S.C. 2204(a)]

P1 National Security Classified Information [(a)(1) of the PRA]

P2 Relating to the appointment to Federal office [(a)(2) of the PRA]

P3 Release would violate a Federal statute [(a)(3) of the PRA]

P4 Release would disclose trade secrets or confidential commercial or
financial information [(a)(4) of the PRA]

PS5 Release would disclose confidential advice between the President
and his advisors, or between such advisors [a)(5) of the PRA]

P6 Release would constitute a clearly unwarranted invasion of
personal privacy [(a)(6) of the PRA]

PRM. Personal record misfile defined in accordance with 44 U.S.C.
2201(3).

Deed of Gift Restrictions

A. Closed by Executive Order 13526 governing access to national
security information.

B. Closed by statute or by the agency which originated the document.

C. Closed in accordance with restrictions contained in donor's deed
of gift.

Page 6 of 6

26-00000-F 2

Freedom of Information Act - [S U.S.C. 552(b)]

b(1) National security classified information [(b)(1) of the FOIA]

b(2) Release would disclose internal personnel rules and practices of
an agency [(b)(2) of the FOIA]

b(3) Release would violate a Federal statute [(b)(3) of the FOIA]

b(4) Release would disclose trade secrets or confidential or financial
information [(b)(4) of the FOIA]

b(6) Release would constitute a clearly unwarranted invasion of
personal privacy [(b)(6) of the FOIA]

b(7) Release would disclose information compiled for law enforcement
purposes [(b)(7) of the FOIA]

b(8) Release would disclose information concerning the regulation of
financial institutions [(b)(8) of the FOIA]

b(9) Release would disclose geological or geophysical information
concerning wells [(b)(9) of the FOIA]

Records Not Subject to FOIA

Court Sealed - The document is withheld under a court seal and is not subject to
the Freedom of Information Act.

This document was prepared on Monday, March 23, 2026



Withdrawal Marker
Obama Presidential Library

FORM SUBJECT/TITLE PAGES DATE RESTRICTION(S)  (b)(3)
STATUTE(S)
Email [FOIA Appeal DON-NAVY-2014-006026] - To: Cira, 3 06/12/2014 P3/b3; P5; 10 USC 130b

William - From: Fitzpatrick, John

This marker identifies the original location of the withdrawn item listed above.
For a complete list of items withdrawn from this folder, see the
Withdrawal/Redaction Sheet at the front of the folder.

COLLECTION:
Interagency Security Classification Appeals Panel (ISCAP) - Appeal Files

SERIES:
Unclassified and Closed Appeal Files

FOLDER TITLE:

Carroll, Kevin Briefing Book 132 April 30, 2014 2014-070

FRC ID:
53586

OA Num.:

NARA Num.:

FOIA IDs and Segments:
26-00000-F 2

RESTRICTION CODES

Presidential Records Act - [44 U.S.C. 2204(a)]

P1 National Security Classified Information [(a)(1) of the PRA]

P2 Relating to the appointment to Federal office [(a)(2) of the PRA]

P3 Release would violate a Federal statute [(a)(3) of the PRA]

P4 Release would disclose trade secrets or confidential commercial or
financial information [(a)(4) of the PRA]

PS5 Release would disclose confidential advice between the President
and his advisors, or between such advisors [a)(5) of the PRA]

P6 Release would constitute a clearly unwarranted invasion of
personal privacy [(a)(6) of the PRA]

PRM. Personal record misfile defined in accordance with 44 U.S.C.
2201(3).

Deed of Gift Restrictions

A. Closed by Executive Order 13526 governing access to national
security information.

B. Closed by statute or by the agency which originated the document.

C. Closed in accordance with restrictions contained in donor's deed
of gift.

Freedom of Information Act - [5S U.S.C. 552(b)]

b(1) National security classified information [(b)(1) of the FOIA]

b(2) Release would disclose internal personnel rules and practices of
an agency [(b)(2) of the FOIA]

b(3) Release would violate a Federal statute [(b)(3) of the FOIA]

b(4) Release would disclose trade secrets or confidential or financial
information [(b)(4) of the FOIA]

b(6) Release would constitute a clearly unwarranted invasion of
personal privacy [(b)(6) of the FOIA]

b(7) Release would disclose information compiled for law enforcement
purposes [(b)(7) of the FOIA]

b(8) Release would disclose information concerning the regulation of
financial institutions [(b)(8) of the FOIA]

b(9) Release would disclose geological or geophysical information
concerning wells [(b)(9) of the FOIA]

Records Not Subject to FOIA

Court Sealed - The document is withheld under a court seal and is not subject to
the Freedom of Information Act.

This Document was withdrawn on 3/16/2026 by 8
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WRITER'S DIRECT DiaL NO.
(202) 538-8204

WRITER'S INTERNET ADDRESS
kevinearroll@guinnemanuel.cam

May 15,2014

Office of the judge Advocate General, Code 14
1322 Patterson Avenue, SE, Suite 3000
Washington Navy Yard

Washington, DC 20374-5066

Re: FOIA appeal

oo USMCR

N I

P3/b3)| |10 usc 130b
Dear| |

Thank you for your letter of May 1, 2014, which I received today upon returning from
overseas. ‘ -

By this letter, I hereby appeal the Naval Criminal Investigative Service’s denial of my
April 25, 2014 expedited Freedom of Information Act request.

As youlknow, I had requested all information or records retained by the Navai Criminal
Investigative Service related to your eriminal, counterintelligence and/or security investigations
of (a) whether Afghan Disutict Chict of Police Sarwar Jan committed sex crimes against
juveniles while on Forward Operating Base Delhi in Garmsir District of Helmand Province in
July and August 2012; (o) whether Jan used U.S. Government funds to procure his victims; (c)
whether DoD) personnel were aware of Jan's crimes; and (d) what actions, if any, were taken by
military personnel aware of Jan’s activities.

[ made and I renew these requests pursuant to 5 U.S.C. § 552(a)(6)(B), and Secretary of
the Navy Iustruction 5720,42F { 14 (a)(i).

ERLINO D AT LN VAl Ly S T Pom AR IR IO, T

) |
R R T TR SN TS Q”"’”‘"‘ senicr by D onose wose.

NW#:67776
ocId:3449839%



10USC 130b

7

P3/b(3)

I do not have a privacy release from Sarwar Jan; nor, unfortunately, is he yet deceased.
Yet my client] lis still entitied under federal law and naval regulation to NCIS
records gheuf Jan.

-
-
-

First, Sarwar Jan has no cognizable privacy interest under U.S. law. Section 552a(a)(2)
of Title 5 of the U.S. Code states that the (erm “individual” as used in the Privacy Act, upon
which the Freedom of Information Act is predicated, “means a citizen of the United States or an
alien lawfully admitted for permanent residence.” Jan is an Afghan citizen. He is also & Taliban
associate, child seéx predator, and arms and drugs dealer. Jan was arrested but released by
Afghan authorities for his rale in the murders of three U.S. Marines -- Staff Sergeant Scolt
Dickinson, Corporal Richard Rivera and Lanee Corporal Greg Buckley -- on August 10, 2012,

Second, assuming arguendo that Jan had any privacy rights under U.S. law, the.public
interest in the disclosure of the material NCIS maintains about Jan still outweighs any Jan's
privacy interest. The criminal activities of Sarwar Jan are already a matter of public 1ecord and .

extensive media discussion,
A representative selection of available open-source reporting on Jan follows:

o Bing West, The Wrong War, 277-78 (2012): Now the sixteen-year old was back, wéaring
a blue shirt Jike a-policeman and living in the police station, refusing to acknowledge his
tamily. "Chaff boy," Raaz, the interpreter, whispered lo Jason. Many Afghans in
positions of power kept boys outside their doors to fetch tea, run errands, and surrender
their bodies ... Sarwar Jan served as chief of police during the three years that Now Zad
was besieged. On his rare visits to town, the Taliban had never shot at him. He was a
protege of Sher Mohamed Akhuadzada, the former governor of Helmand [who] ieft
office after a stash of opium was found on his property. Karzai let him stay in Helmand,
where he periodically threatened to align his drug army with the Taliban. In a political
tug-of-war, the Marines were pushing to throw out the police chief, while Akhuadzada
was working his Karzai connections to retain him, "Sarwar Jan has political power," said
Jason. "His Noorzal tribe work with the Talibs," {an Afghan] said.

o Kevin Seiff, Deadly insider attack that left 3 U.S. Marines dead was work of an Afghan
teenager, WASHINGTON POST, Aug. 17,2012: Aynoddin ... was still in high school
when he started work for Garmsir police chicf Sarwar Jan in the southern province of
Helmand. Fle spent his days cooking and cleaning up afterJan. Both Afghans and
Americans knew him as the boss's "tea boy .. three weeks after he arrived at a joint US-
Afghan base called Delhi, the boy stole a Kalashnikov that was lying 1n an unlecked
barracks, according to police officers on the base. He walked to a gym where four
unarmed Marines were exercising and held down the trigger until no buliets were lefl,
When he was finished, three Marines were dead and one was badly injured ... When U.S.
officials discovered that an unvetted 15-year-old had been allowed access to the base —
and the weapons strewn around it — they were furious. "These were jihadi-motivated
executions,” said a Western official in Afghanistan with knowledge of the incident, To
suggest otherwise would be "proibund]y distasteful and insulting to the Marines who
died." Sarwar Jan said Aynoddin wes "given" to him as a personal assistant bv a local

4NW#:6?7?6-
DocId: 34498399



| NW#:67776

elder and Afghan Local Police commander, Jan assumed the boy was a police officer, he

‘said, even though he wasn't wearing a uhiform ... Several Marines said they made it clear

lo Jan that it was not acceptable to bring underage boys on to the base, But they watched
as the police chief disobeyed that rule, they said. For years, Marines and other US
officials said they had heard local residents complain about Jan's poorly kept secret —
that he invited boys to bases often shared with US troops and engaged in sexual
misconduct. Officials say it was the primary reason he was dismissed from a previous
posting in Now Zad, another district in Helmand,

loe Straw, Marine slap for hero, DAILY NEWS, Aug, 28,2013; The Marines were
asking about a shady police official, Sarwar Jan, whom they suspected of molesting local
minors and who had access to their post. Brezler quickly e-mailed warnings about Jan's
history of abuse and suspected ties to insurgents.

Ashley Collman, Suppor! rallies for soldier who faces disciplinary hearing for sending
classified information from his personal email which could have saved three lives,
DAILY MAIL, Qct. 27, 2013: Major Brezlerfound himself in hot water last summer
when he responded to an email from troops in Helmand Province, Afghanistan who were
inquiring about & local police chief named Sarwar Jan. Jan was being given access to the
base in Delhi as part of the U.S. military's exit strategy from the country. Major Brezler
had prior knowledge of Jan, and immediately replied to wam his fellow Marines about
the dangerous police chief with ties to the Taliban.

Dan Lamothe, Meet the Most Crooked Cop in Afghanistan, FOREIGN POLICY, Oct. 30,
2013: Afghan police chietf Sarwar Jan was accused of sexually abusing teen boys on U.S.
bases in Afghanistan when U.S. Marines pressed to have him removed from power in a
violent district in 2010. Turns out that might only be the beginning of his crimes .
coalition forces-also believe he extorted money from civilians, operated iliegal securlty
checkpoints and was working with the Taliban, selting the insurgent group weapons and

pohce uniforms for cash.

N

Ivan Watson, Marine under fire, CNN, Oct. 30, 2013; The suspcgted gunman was a
teenage servant, known by the single Afghan name Aynoddin, wlio was working on the
base for [Sarwar] Jan. Despite his earlier dismissal, Jan had been appointed to command
the Afghan police in anothel district of Helmand Province, where FOB Deihi was located

.. Before the shooting, Bucklay Sr. said that his son had warned him over the phone
abouL the Afghan police commander named Jan., "He (old me that (Jan) was a bad
person,” the elder Buckiey said. "They all knew that he was a bad guy. He was thrown
out oftwo other bases prior to this for drug ]aundenng, prostitution and ties to the

Taliban," he saic.

Matthieu Alkins, Friend or Foe, MCTHER JONES, Nov.-Dec, 2013: Aynuddin arrived
al the Garmsir police headquarters with the entourage of the newly appointed police
chief, Sarwar Jan, several Afghan cops told me; The Marines had pushed Jan, a distant
retative of Aynuddin's, out of at least one previous posting for his alleged corruption and
suspected dealings with the Taliban, but he was well connected politically, e was also

DocId:34498399



rumored to be a sexual predator. "Some of the stuff with pedophilia and chai boys made
the Marines sick to their stomachs," one Marine officer told me "His nickname was 'Ol

- because he was such a criminal. Alghan police at Garmsir told me that Aynuddin was’
always at Jan's side, fetching tea and anything else the commander required. At night,
they said, he slept in Jan's room.

Third, a significant public benefit would result from the disclosure of the requested
records. A December 17-19, 2013 Board of Inquiry recommended theﬂ:be
separated from the Marine Corps Reserve, in sum and substence because of a document he
-emailed to FOB Delhi on July 24, 2012 whl:.h,ss{ forth™sfe dangers Sarwar Jan posed to

-cotlocated Marines. . g B 10 USC 130b

—

o i

P il JBoard of Inquly has 1tsel] been the subject of extensive national media

P3/b(3)

attention, as well as official i inquiries by Senator Kirsten Gillibrand and Repregentatives Peter
King, Michael Grinum, Michae! Coffiman, Paul Broun, Duncan Hunter, Steve Palazzo and Scot

\-R‘iz&gell tc both the Commandant of the Marine Corps and the Secretary of the Navy,

\ ~ ‘ i
‘\ =~ is in the process of appealing the recommendation of his Board of Inquiry.
[t is essential to Jright to due process in an adverse.administrative proceeding that

he ahd his appellate counsel fully understand the background and activities of Sarwar Jan.

1 |copie_d above, and I.wiil_ send you a copy of his own privacy release

( A presently.
Please contact me directly if I may be of any assistance. Thank you.
Respeetfully, '
e T =
Kevin Carroli
Enclosures: - May I, 2014 denial of FOIA request
April 25, 2014 FOIA request
4
NWH#: 67776
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D {".,i’AR'TM ENT OF TII‘ I, NAVY
; EADQUARTERS
NAVAL c.:ul’mmm INVESTIGATIVE SERVICE
FTLE TRLEGCRAPI ROAD
QUANTICK VA 22134-225)
5720 2014-005359
S FROOLI/ 14150934

MAY 01 2014

Mi, Kevin Cdrroll

Quinn Emanuel Urquhart & Sulitvan, LLP
777 6" Street; NW, 11" Floor
Washington, DC 20 001

Dear Mr. Carroll:

“This cesponds to your April 25, 2014 Freedom of Information Act {FOIA) request secking
information pertaining to “Sarwar Jan,” We received your request on April 25, 2014,

You have requested records conceining a third party. Records pertaining to a third party
generally cannot be released absent express authorization and consent of the third party, proof
that the subject of your request is deceased, or a clear demonstration that the public interest in
diselosure outweighs the personal privacy interest and that significant public benefit would result
from the diselosure of the requested records. Since you have nol furnished o release, death
cerificale, nor public justification for release, the Naval Criminal Investigative Service cannot
acknowledge the existence of or release records concerning a third party. This would result in an
unwarranted invagion of personal privacy.

We have not performed a search for records, and you must not assume that records
concerning the thivd party exist. Should you obtain the written :ulllmmduo 1 and consent of the
third party for release of the records, please submit a new request for the documents,
accompanied by the written authorization. The authorization must be notarized or signed under

penalty of perjury pursuant to 18 U.S.C. §1001.

~ You have the right to appeal this determination. Your appeal must be postmarked within 60
calendar days fram the date of this Tetter and should be addressed to the Secretary of the Navy's
designee: Office of the Judge Advocate General, (Code 14), 1322 Patteison Avenue, S, Suite
3000, Washington Navy Yard, D.C. 20374-5066. The suvelope and letter must bear the
annolation "FOLA /\ppml " Please include a copy of your original request with your rlppmi

letter, d

Additionally, in régards to your previous request daled Aprit 14, 2014 concerning your clien,

- = - — - — - — - J2(H 4=05490435 ouro Fiiec s notrecetvedntedztionfron] ]

allowing us to release the Naval Criminal/lnvestigative Service investigation o your
office, Please be advised that if we do not receive your client’s authorization within 30 days

fram the date of this letter, that request will be admmlslunwcly closed, An April 16, 2014

conversation with a member of my stalt perlains.

10 USC 130b

NWH#:67776
DocId:3449839%
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If you have any questions yegarding this matter, please contact our office at (571) 305-9092 or
via electronic mail at neistoiaginavy.mil,

Sincerely,

LT, JAGC, USN
P3/b(3)

10 USC 130b

|
\NW#:S???E
DocId:34498399
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st Sereer NSO eh Floor, Whsbinpion, 100 rovon P oz 38 -Hooo sax 20z-5 8800

WRITER'S DIRECT INALNG,
(202) 538-8204

WRITER'S INTERNET ADDRESS
kevinemrreli@auivnemunuel.com

April 14,2014

. Naval Criminal Investigalive Service
= Headquarters (Code 00LJF)

27130 Telegraph Road ‘
Quantico, VA 22134-2253 10 USC 130b

Dear sit or madam, P3/b(3)
e & Pl ™ ~—
g [ am counsel to] | 1 write pertinent to] |
. - pending appeal of an adverse decision in a December 17419, 2013 naval bosrd of inquiry,

‘ I hereby request under the Freedom of Information Act, SU.8.C. § 552, as applied by
Secretary of the Navy Instruction 5720.42F 14 9 (a)(1), all information or records retained by the
Naval Criminal Investigative Service related to your eriminal, counterinteiligence and/or seeurity
investigations of the August 10, 2012 homicides of Staff Sergeant Scott E. Dickinson, Corporal
Richard 1B, Rivera, Jr., and Lance Corporal Gregory T. Buckley, Jr. at Forward Operating Buse
Delht in Garmsir District, Hebmand Province, Afghanistan. '

I further request expedited processing of this request under Section S52(a)(6)(B), as
NCIS' records may bear upon the due process rights of my client.
- ¥ ~ ~ . N - . 1 v
My law fiiay will pay reasonable fees for scarching for, reviewing, or copying these

records. Please notify me before processing if the expected amount exceeds $1,500.

if you deny all or any part of this request, please cile each spectfic exemption you think
justifies your refusal to release the information.

e

R TSR B DI R o IR S A S T e S 1 T s-\u:: R RS U R O S

R TR S TR R R IR P R BT

‘NW#567776
pocI&:34498399



If you have any queslions about handling this request, please contact me at the address or
telephone number below,

A hard copy of this request witl follow by US mail.

Very respectiully,

SR Sad

5 it

Kevin T, Carroll

Ao
= B

 NWH:67776
DocId:34498399



DEPARTMENT GF THE NAVY
OFFICE OF THE JUDGE ADVOCATE GENERAL
1322 PATTERSON AVENUE SE SUITE 8000
WASHINGTON NAVY YARD DG 20874

IN AEPLY REFER TO!

5720
Ser 14/223
June 11, 2014

Kevin T. Carroll
. Quinn Emanuel Urquhart & Sullivan, LLP
, 777 6°. 8k, Nw 11t* Fl
Washington, DC 20001

Deaxr Mr. Carroll:
SUBJECT: FREEZEDOM OF INFORMATICN ACT APPEAL DON~-NAVY-2014-006026

_ - This letter responds to your Freedom of Information Act
(FOIA) appeal, received by cur office on May 16, 2014, On
behalf of your client, Major Jason Brezler, USMCR, you appeal
the decision of the Naval Criminal Investigative Service (NCIS),
declining to disclose any investigative files relating tc Afghan
District Chief of Police Sarwar Jan.

| . For the reasons stated below, your appeal is denied.

On May 1, 2014, you were notified that NCIS had not
performed a search for the requested records, as they concerned
a third party, and acknowledgment or disclosure of records
related to that individual “would resgult in an unwarranted
invasion of personal privacy.” ' ' '

Your appeal presented three primary arguments. First, that
“Sarwar Jan has no cognizable privacy interest under U.S. law.”
Second, assuming arguendo that Jan had a cognizable privacy
interesgt, that “[tlhe criminal activities of Barwar Jan are
already a matter of public record and extensive media
discussion.” Third, you contend, “[ilt is essential to Major
Brezler’s right to due process in an adverse administrative
proceeding that he and his appellate couhsel fully undexrstand
the background and activities of Sarwar Jan,”

1. Sarwar Jan’s Privacy Interest

An agency may invoke Exemption 6 or Exemption 7(C) to
protect the personal privacy of any person, regardless of his
citizenship status. The Privacy Act of 1974 limits its rights to
United States citizens and alieng lawfully admitted for

( J permanent residence. The FOIA, however, places no distinction

NW#:67776 "
DocId:34498399
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g’

between foreign nationals and qnited States citizens when it
comes to protecting personal privacy information in records -
requested under the FOIA. See Shaw v. Department of State, 559

F., Supp. 1053, 1067 (D.D.C. 1883) (“the Act makes no excepticn
for the privacy interests of those with criminal records or
aliens”). See alsg Hemenway v. Hughes, 601 F. Supp. 1002, 1005-

08 (D.D.C. 1985) (Citizenship information of foreign press
correspondence was protected under Exemption 6). :

Accordingly, I find that Sanwar Jan does have a privacy
intersst protescted by the FOIA.

2, Public Interest in Alleged Misconduct by Sanwar Jan

FOIA exemption (b) (6) allows the Government to withhold
information about individuals when the disclosure of such
information would constitute a ¢learly unwarranted invasion of
personal privacy. This requiree a balancing of personal privacy
interests against the public interest served by disclosure. The
public interest ig determined by whether the release of the
; information will shed light on the agency's performance of its
Lo statutory duties, '

Exemption 7(C) provides protection for law enforcement
information the disclosure of which “could reasonably be
expected to constitute an unwarranted invasion of personal
privacy.” & U.8.C. § 552(b)(7){C). Whéreas Exemption 6
routinely requires an identification and balancing of the
relevant privacy and public interests, Exemption 7(C) can be
more “categorized” in ite application. See United States DCJ v.
Reporters Comm. for Freedom of Pregg, 489 7.8, 74% (1889). The
“'‘strong interegt’ of individuals, whether they be suapects,
witnesses, or investigators, ‘'in not being assocciated
unwarrantedly with alleged criminal activity’” has been
repeatedly recognized, Fitzgibken v. CIA, %11 F.2d 755, 767
(D.C. Cir. 1990) (guoting Stexn v. FBI, 737 F.2d 84, 9192 (D.C.
Cir. 1984)); see also Neely v. FBI, 208 F.3d 461, 464-65 (4th
Cir. 2000) (finding that FBI Special Agents and third-party
suspects have “substantial interest[s] in nondisclosure of their
identities and their .connection(s] to particular
invesgtigaticns”) .

Persons named in an investigation have a privacy interest
in not being stigmatized by association with a law enforcement
. investigation. This strong interest of the individual in non-

2

NW#:67776
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disclosure of connection with law enforcement investigations
must be weighed against the public interest in such a
disclosure. )

You allege misconduct by an Afghan official.” Courts have
held that no public interest exists in federal records that
pertain to alleged misconduct by non-federal officials. See
Landanc v. United States Dep't of Justice, 956 F.2d 422, 430 (3d
Cir. N.J. 1992) (digcerning “no FOIA-recognized public interest

in discovering wrongdoing by a state agency”); Garcia v, United
States DOJ, 181 F. Supp. 24 356, 374 (8.D.N.Y. 2002) (“The
discovery of wrongdeing at a state as opposed to a federal
agency . . ., ig not the goal of FOIA.”); LaRouche v. United
States PCJ, 2001 U,S8. Dist. LEXIS 25416 at *20, (DD Cs JULY 5,
2001) (“The possible disclosures of state government misconduct

' is not information that falls within a public interest FOIA
‘ [was] intended to protect.”). Thus, there is no FOIA-recognized
public interest in the alleged misconduct of an Afghan official. -
Without a recognizable public interest, there is no need to
‘balance the interest of Sanwar Jan and the American public, as
. “gomething, even a modest privacy interest, outweighs nothing
‘ : every time.” Nat’l Ass’'n of Retired Fed._Employeeé v . Horner,

879 F.2d 873, 879 (D.C. Cir. 1989) (Exemption 6).

Arguing the public benefit for a release of such
information you list news cutlets that have previously reported
on the miscenduct you allege. In Reporters Committee, the
Supreme Court found that substantial privacy interests can exist
in perscnal informaticn such as is contained in “rap sheets,”
even though the information has been made available to the
general public at some place and point in time. United Statesg
DOJ v. Reporters Comm. for Freedom of Presg, 48% U.S. 749 ‘
(1889) . Applying a “practical obscurity” standard, the Court
observed that if such items of information actually “were
‘freely available,’ there would be no reascn to invoke the FOIA
tc obtain access to [them].” Id. at 174, While there may be
public discussion of the allegations discussed in your appeal,
that dialogue is not enough to overcome the privacy interest of
those named in any related investigations, even when the
allegations involve serious acts of misconduct.

The law is clear that third parties named in an
investigation have a privacy interest in not being stigmatized
by association with a law enforcement investigaticon. Because

( there is no public interest recognized by FOIAR in the dlleged

3
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- misconduct of an Afghan official, nor does media reporting on
those allegations dilute the individual’s privacy interest in
any NCIS investigation, I must find that the privacy interest of
Sanwar Jan outweighs the public interest in the disclosures you

seek.
3. | Right to Due Process | 10USC 130b
|33/b(3) Finally, you contend there is a public benefit to the
release of the requested information, as “[ijt is essential to
[ ~ | right to due process in an adverse

administrative proceeding that he and his counsel fully
undefgtand the background and activities of Sarwar Jan.”

|
!
I N
; Courts have con91stently refused to recognize a public
!1mterest M disclosure of informaticon sought to agsist somecne
| in challengihg their conviction. See, e.g., Peltier v. FBI, 563
+ F.3d 754, 764 \8th Cir. 2009) (holding that “a prisoner may not
| cverride legitimate privacy interests recognized in Exemption
; 7(C) eimply by poixting to the public’s interest in fair
‘ , , criminal trials or tke even-handed administraticn of justice”);
{ | Thomas v. United Stateég DOJ, 260 F, App’'x 677, 679 (5th Cir.
|
1
I
!
|
I
|
I

-

2007) {(finding no public interest as plaintiff was “seek[ing] to
learn about prosecutorial wmisconduct, not the [agency’s]
misconduct”). A FOIA requelter’s private need for information
in connéction with litigationMplays no part in determining
whether disclosure is warranted™ See Massey v. United States
Dog, 3 F.3d at 625 (*{The] mere pa581b111ty tHat information may
aid an individual in the pursuit of (litigation does not give
rigse to a public interest.”); Joslin M. U.S. Dep’'t of Labor, No.
28-19%9, slip op. at 8 (10th Cir. Oct. 29 1989) (finding no
public interest in release of documents saught for use in
. |pr1vate tort litigation); Rogers v. Davis, N CB-177, 2009 WL

V213034, at *2-4 (B.D. Mo. Jan. 28, 2009) (flﬁdlng no publlc.

| interest in documents sought for use in employment

;dlscrlmlnatlon action against agency) . N

N

Although the requested-iqformation may benefit
in appealing the recommendation of his Board of Inguiry,
.that does not give rise to a public interest.

4, Conclusion

Sor the reasons stated above, I find that NCIS properly
[ declined to produce_or acknowledge the requested information as

4
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.there ig no public interest that cutweighe the subject’s privacy

interests.

As the Secretary of the Navy's designees, I am responsibkle
for denying your appeal. You may seek judicial review. Should
you have further guestions or concerns, my point of contact is
JAGC, -USN. He may be reached at '

Sincereiy,

e

G. E. LATTIN
Director
General Litigation Division

10 USC 130b

Copy to:
NCIS
DNS-36

ey

NW#:67776
DocId:34498399
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THE DEPUTY UNDER SECRETARY OF THE NAVY
WASHINGTON DG 20350-1000

5510
DUSN/QOTZO

27 [AAY 2014

Mr. John P. Fitzpatrick

Executive Secretary

Interagency Security Classitication
Appeals Panel

700 Pennsylvania Avenue N. W
Room 100 - ;

Washington, DC 20408

SUBJECT: CLASSIFICATION CHALLENGE APPEAL, REFERENCE:
INTERAGENCY SECURITY CLASSIFICATION APPEALS PANEL

NUM?BERQOM-?G

- The requested documents regarding the subject, Class1ﬁcat10n Chalienge Appeai
will be forwarded electronically to the point of contact cited in your letter. The
Classificdtion Challenge Appeal was received by my office on February 6, 2014, Our
assessment determined that an appeal of the classification determination submitted to my

office by Mr. Kevin Carroll properly resides with U.S. Central Command, the Original
Classification Authority of the information in question. On May 6, 2014 a letter was
faxcd to Mr. Carroll to advise him of this information, which is w1thm 90 days of the date

- of receipt of his appeal.
My point of contact for this appeal is Mr. Joseph P. Duenas. He can be reached at
= P3/b3) |
: Sincerely,
1 |
10 USC 130b
 NW#:67776

DocId:34498399
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e
Fwd: ISCAP: Classrficatlon Cha!lenge Material Request; ISCAP Appeal 2014.

070

Wed, May 7, 2014 at 2:25 PM

William Carpenter <william.carpenter@nara.gov> -
Reply-To: ISCAP@nara.gov
To: ISCAP <iSCAP@nara.govw>

Sent on May 8, 2014:

~-——-- Forwarded message -—-—-—-

Fraom: ISCAP <iscap@nara.gov>

‘Date: Tue, May 6, 2014 at 10:18 AM

Subject: ISCAP: Classification Chalienge Material Request: ISCAP Appeal 2014-070
To: "DelGrosso, Bridget A CIV DepUnSecNav| | 10 USC 130b
Cc: "Carpenter, William" <william.carpenter@nara.gov>, "Daleb,r, David CIyWHS/ESD“

P3/b@3) | - -

Ms. DelGrosso:

{ The Interagency Security Classification Appeals Panel ((SCAP) has received a classification chialienge appeal
i from Kewvin Carroll, an attorney, for a document entitled, "Sarwar Jan: Abdul Ranhman's Top Lieutenant and an
Enduring Source of Instability in Now Zad." Mr. Carroll's appeat letter to the ISCAP is attached.

Also attached is a materials request letter from John Fitzpatrick, the Executive Secretary of the ISCAP, to Jodi
Greene, the Acting Deputy Under Secretary of the Nawy for Plans, Policy, Oversight and Integration and the
designated senior agency official for classified national security information in the Department of the Nawy.
Please pass the attached letter to Ms. Greene and provide the requested materials tc the ISCAP Staff as soon

as you can.

Copied on this message is Dawd Daley, the ISCAP Liaison for DoD. You may provide the responsive materials
to him, who can pass them to the ISCAP Staff, or you may send them directly to me at:

SIPR: —
_ F— - LT me T E Tt — e —

JWICS: R 7 - | P6/b(6)

Please contact me if you hawe any questions about this appeal. '

Thank you,

=Bill Carpenter

William C. Carpenter
{ Senior Program Analyst, Interagency Security Classification Appeals Panel’

Information Security Oversight Office
National Archives and Records Administration

202-357-5466

NWH#:67776 _
DocId: 34498359
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_ William C. Carpenter \ :
7 Senior Program Analyst, Interagency Security Classification Appeais Panel
Information Security Oversight Office
National Archives and Records Administration
700 Pennsylvania Ave., NW
Washingten, DC 20408
202-357-5466

You received this message because you are subscribed to the Google Groups "ISCAP" group.
To unsubscribe from this group and stop receiving emails from it, send an email to :
ISCAP+unsubscribe@nara.gov. '

For more options, Msit https://groups.google.com/a/nara.govid/optout.

2 attachments

% 201-47070 Carroll {No Reference Number).pdf )
1912K

@ 2014-070 Carroll Greene Material Request.pdf
767K

NW#:67776
DocId:34498399



DEPARTMENT OF THE NAVY
OFFICE OF THE GENERAL COUNSEL
1000 NAVY PENTAGQN
WASHINGTON, D.C, 20350-1000

6 May 2014

BY FACSIMILE

Kevin Carroll, Esq

Quinn Emanuel R
777 6" Street NW, 11" Floor
Washington, DC 20001

Dear Mr. Carroll:

10 USC 130b

We have been notified of your appeal of the Department of the Navy’s failure to provide a final

decision on a challenge to the security classification of information for your client,| |

Interagency Security Classification Appeals Panel.

The security classification decision wasmade byl - — - — - — - — - — - vy
U.S. Maring Corps Forees, Central Command. We were natified of your appeal by the- - | P3/p(3)

/

Your challenge was received by the Office of the Deputy Under Secretary of the Navy (Policy,l
§ Plans, Oversight and Integration) on February 6, 2014. The information described in your gPpeal

was information originally classified by the United States Central Command and was classified

using U.S. Central Command classification guidance. The initial review and affirmatigf of that

classification determination was made by an Original Classification Authority (OCA

\Vdelegated

such authority from U.S. Central Command. Qur assessment is that an appeal of that
classification determination properly rests within the U.S. Central Command chaif of command
ard not within the Office of Deputy Under Secretary of the Navy for Plans, Policy, Oversight &
Integration, the Department of the Navy’s (DON) Senior Agency Official (SZO) for such
matters within the DON. The OCA making the CENTCOM determinationvis not within the
DON's chain of command for security classification purposes for the DON SAO to review and
determine whether the information should remain classified in whole or in part.

’

We will provide such information as we.may have to the ISCAP, 7

|
|
i
:
i
i
E
|
I

=

[f you have any questicns, please contact me af

Sincerely,

E N

=P, Duenas,

Assistant General Counsel

(Intelligence)

 NW#:67776
DocId:34498399



In* ~agency Security Classification Ap- ~ls ™ nel
o  EXECUTIVE SECRETARY

MEMBLR i c/o Information Security Cversight Office
DE;?};.T?ENT OF DEFENSE 700 Pennsyivania Avenue, N.W., Room 100 1
a 3 3 . i
UEP:R"J?MEE%;“;F JUSTICE Washington, D.C. 20408 _ " INFORMATION SECURITY
'ﬁ Mark A, Biadiey ‘ . Telephorne: (202_) 3?7-5250 OVERSIGHT OFFICE
BEPARTMENT OF $TATE . Fax (202)357-3507 '
Margaret P. Grafeld E-mail: Iscap@nara.gov

OFFICE CF THE DIRECTOR OF
NATIONAL INTELLIGENCE .

Corin Stone
NATIONAL A

Sheryl J. Shenberger

5 B :

RCHIVES AND = \ 2 u;?
RECORDS ADMINISTRATION (_f AU {
il ‘gw—_‘, . ]

- NATIONAL SECURITY STAFF

John W. Ficklin, Chair

\

May 5, 2014
Reference: [SCAP No. 20144}’70

Mr. Kevin Carroll
Quinn Emmanuel Trial Lawyers

- 777 6™ Street NW, 11% Floor |

Washington, DC 20001

Dear Mr. Carroll:

Please be advised that-on April 30, 2014, the Interagency Security Classification Appeals Panel
(ISCAP) received your correspondence dated April 30, 2014, lodging a classification challenge
appeal under section 5.3(b)(1) of Executive Order 13526, “Classified National Security
[nformation.” As Executive Secretary, I have requested copies of the pertinent material and
related correspondence from the Department of the Navy, Following receipt of this material and
pending our determination that the classification challenge appeal meets the requirements of the
Order and the ISCAP bylaws, your appeal will be placed on the ISCAP docket.

Copies of the Order, its Implementing Directive, and the ISCAP Bylaws 32 C.F.R. Part 2001 and
2003 respectively, are available to you on the Information Security Oversight Office (ISO0)
website www.archives.gov/isoo/policy-documents. If you have any questions regarding your
challenge, please contact William C. Carpenter or me at (202) 357-5250 and reference ISCAP

No. 2014-070.
1

P. FITZBK
“xecutive Secretary

Sincerely,

 NW#:67776
DocId:34498399
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PRM. Personal record misfile defined in accordance with 44 U.S.C. b(8) Release would disclose information concerning the regulation of
2201(3). financial institutions [(b)(8) of the FOIA]
b(9) Release would disclose geological or geophysical information
Deed of Gift Restrictions concerning wells [(b)(9) of the FOIA]
A. Closed by Executive Order 13526 governing access to national Records Not Subject to FOIA
security information.
B. Closed by statute or by the agency which originated the document. Court Sealed - The document is withheld under a court seal and is not subject to
C. Closed in accordance with restrictions contained in donor's deed the Freedom of Information Act.
of gift.

This Document was withdrawn on 3/16/2026 by 8



Interagency Security Classification Appeals Panel
EXECUTIVE SECRETARY

MEMBERS . _ i
: . ¢/o Information Security Oversight Office
DEPARTMENT OF DEFENSE 700 Pennsylvania Avenue, N.W., Room 100 glhn P. Fitzparrick
Reginald D. Hyde : . irector
{ JPARTMENT OF JUSTICE Washingtor, D.C. ,?;O‘EGEE INFORMATION SECURITY
Mark A. Bradley, Acting Chail Telephone: (202) 357-5250 ‘OVERSIGHT OFFICE
DEPARTMENT OF STATE Fax: (202} 357-5907 :

Margarel P. Grafeld -mail; | ) g
NATIONAL ARCHIVES AND EATIE ISR o
RECORDS ADMINISTRATION

Sheryl J. Shenberger .

NATIONAL SECURITY STAFF

Mary |. Ronan
OFFICE OF THE DIRECTOR OF
NATIONAL INTELLIGENCE

Cerin Stone

May 5, 2014
Reference: ISCAP No. 2014-070

\ Ms. Jodi Greene
‘ Acting Deputy Under Secretary of the Navy, Plans,
1 Poiicy, Oversight and Integration
‘ Security Directorate
| Department of the Navy

Room 4E572, 1000 Navy Pentagon

Washington, DC 20350-1000.

Dear Ms. Greene:

The Interagency Security Classification Appeals Panel (ISCAP) has received a classification
challenge appeal under section 5.3(b)(1) of Executive Order 13526, “Classified National
Security Information,” from Mr. Kevin Carroll of Quinn Emmanuel Trial Lawyers. Specifically,
by the enclosed correspondence dated April 30, 2014, Mr. Carroll has appealed the Department
of the Navy’s failure to provide a final decision on his internal agency classification challenge
appeal under section 1.8 of the Order. Please be edvised that his request now falls under the
jurisdiction of the ISCAP pursuant to 32 C.F.R. Part 2003, section 2003.11, the ISCAP Bylaws.

Please provide copies of the pertinent material and related correspondence regarding this
classification challenge appea! to the ISCAP staff as soon as possible and within 30 days of the
date of this letter. If you wish to discuss this appeal, please contact William Carpenter or me at
(202) 357-5250 and reference ISCAP No. 2014-070.

Sincerely,

JOHN P. FITZ
Executive Secretary

NW#:67776
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Enclosures

cc: Mr. John W. Ficklin, Senior Director, Records and Access Manavement
National Security Council Staff, Chair of the ISCAP

M. Mlchael Higgins -
Deputy Under Secretary of Defense for Intelligence and Security

Mr. Mark M, Langenﬁaﬁ
Chief, DoD Office of Security Review

 NW#:67776 | d
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WRITER'S DIRECT Dial NO.
(202) 538-8204

 WRITER'S INTERNET ADDRESS
kevincarroll@quinnemanuel.com

April 30, 2014

John P. Fitzpatrick
Executive Secretary
Interagency Securlty Classification Appeals
Panel ;

c/o Information Security Oversight Office
The National Archives Building .

700 Pennsylvahia Avenue, NW, Room 503
Washington, DC 20408

“Re: Sarwar Jan: Abdul Rahman Jan's Top Lzeuremmt and an Endurmg Source of Instabz[ny in

Now Zad
Dear Mr. Fitzpatrick: | , 10U SC 130b
I am counsel to] | USMCR, and an_authorized holderof classified

information.

P3/b(3)

I write pertinent tol Joending appeal of an adverse decision in a 5&5@5@5«;1
17-19, 2013 Board of Inquiry, and pursuant 32 C.F.R. § 2001.14, to request that in accordance
* with Executive Order 13526, the Interagency Security Classification Appeals Pane! declassjfy
the document Sarwar Jan: Abdul Rahman Jan's Top Lieutenant. and an Enduring Source of
Instability in Now Zad in its entirety. In the alternative, [ request that the Panel declassify only

the text of this document, minus its endnotes. L
- #

As you know, under Section 2001.14(3), the Department of the Navy had sinety days to
respond to my January 31, 2014 appeal of] Penuary 7,2014
denial of my October 24, 2013 challenge of the classification of the document. Despite the
attached follow-up correspondence and several telephone calls from my firm to the Navy, as of

{ - today no such response has been received.

NWH:67776
DocId:34498399




My October 24™ challenge and January 31 appeal are al so attached. Please i incorporate
them by reference to this request to the Panel, as if they are fully set forth herein.

Pl‘ease do not hesitate to contact me directly if I may be of any assistance to you. A
| hardcopy of this letter is to follow by U.S. mail. Thank you.

Very respectfully,

s g == o AP

Kevin T. Carroll

NWH:67776
DoaId:34498399
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(202) 538-8264
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kevincarroli@aquinuamanuel,com

April 11, 2014 - _ _ _ ,

Department of the Navy
Office of Plans, I olicy, Oversight and
Integration
Allention: Security
Bridget DelGrosso
10(}0 Navy Pentagon
Room 412572
Washington, DC 20350-1000

Dear Ms. DelGrosso: o | ., 10 USC 130b

I am counsel to] JUSMCR, -and an authorized holder oI classilied |

P3/b(3)

['write, pertinent tof Ipendmg appeal of an adverse dc,ut;mn Ha Ucccmbu
17-19, 2013 Board of Inquiry, to request that the Department of the Nuvy #1léase answer my
January 31, 2014 challenge of| Panuary 7, 2014 denial of
my Ouobu 24, 2013 challenge ol the clagsilication of the document Serwar Jam: Abedul
Rahman Jan's Tup [ wu!enam and an Lndug ing Source of Instability in Now Lod

As you know, pc: 32 CHR.§ 2001.14(b)(3), the Department was required to provide an
initial written response to my challenge within 60 days of'its receipt of the same.

Thank you [or your assislance in this maltter.
~Very respectlully,

“i-"? 7 L !ﬂ«w——va—r_—-g/""// /

Kevin I, Carroll

NWH: 67776 |
DocId:34498392 | e
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TQC: Code of Federal Regulations >/ .../ > SUBPART B-- CLASSIFICAFION > § 2001.14 Classification
challenges. .
Citation: 32 C.F.R. § 2001.14

32 CFR 2001.14 : ‘

LEXISNEXIS' CODE OF FEDERAL REGULATIONS
Capyright (c) 2014, by Matthew Bender & Company, a member
of the LexisNexis Group. All rights reserved.

*** This section is current through the Aprii 24, 2014 **x*
*** issue of the Federal Register ***

/ ' TITLE 32 -- NATIONAL DEFENSE
- , SUBTITLE B -- OTHER REGULATICNS RELATING TO NATIONAL DEFENSE
CHAPTER XX -- INFORMATION SECURITY OVERSIGHT OFFICE, NATIONAL ARCHIVES AND
RECORDS ADMINISTRATION
PART 2001--CLASSIFIED NATIONAL SECURITY INFORMATIDN
SUBPART B--CLASSIFICATION

Go to the CFR Archive Di‘rectory
32 CFR 2001.14

& 2001.14 Classification challenges.

(a) Challenging classification. Authorized holders, including authorized holders outside the
classifying agency, who want to challenge the classification status of information shall present
such challenges to an original classification authority with jurisdiction over the information. An
authorized holder is any individual who has been granted access to specific classified
information in accordance with the provisions of the Order to include the special conditions set
forth in section 4.1(h) of the Order. A formal chailenge under this provision must be in writing,
but need not be any more specific than to guestion why information is or is not classified, or is

classified at a certain tevel.

(b} Agency procedures. (1) Because the Order encourages authorized holders to cha[\enge
(. . Classification as a means for promoting proper and thoughtful classification actions, agencies
' shall ensure that no retribution is taken against any authorized holders bringing such a
chalienge in good faith. :

NW#:67776 - - « ¥ W @ 6 G EESEREE L5598
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Ueta Document - by Citation - 27 CFR 2001.14 Page 2 of 3

(2) Agencies shall establish & system for processing, tracking and recording formal classification
challenges made by authorized hoiders. Agencies shall consider classification challenges

‘ ‘ ; separately from Freedom of Information Act or other access requests, and shall not process

‘ such challenges in turn with pending access reguests. '

(3) The agency shalf provide an initiai written response te a chailenge within 60 days. If the
-agency is unable to respond to the challenge within 60 days, the agency must acknowledge the
challenge in writing, and provide a date by which the agency will respond. The acknowiedgment
must include a statement that if no agency response is received within 120 days, the challenger
nas the right to forward the challenge to the Interagency Security Classification Appeals Panel
(Panel) for a decision. The challenger may also forward the challenge to the Panel if an agency
nas not responded to an internal appeal within 90 days of the agency's receipt of the appeal.
Agency responses to those challenges it denies shall include the challenger's appeal rights to
the Panel, ' : ' :

(4) Whenever an agency receives a classification challenge to information that has been the
subject of a challenge within the past two years, or that is the subject of nending litigation, the
agency is not required to process the challenge beyond informing the chailenger of this fact and
of the challenger's appeal rights, if any. '

(¢} Additional considerations. (1) Challengers and agencies shall attempt to keep all challenges,
appeals and responses uncilassified. However, classified Information contained in a chaltenge, an
agency response, or an appeal shall be handled and protected in accordance with the Order and
this Directive. Information being challenged for classification shaii remain classified unless and

until a fina! decision is made to declassify it.

(2) The claésﬁfication challenge provision is not intended to prevent an authorized holder from

L informaily questioning the classification status of particular information. Such informal inquiries
‘ should be encouraged as a means of holding down the number of formal challenges and to

: - ensure the integrity of the classification process.

HISTORY: , :
[Directive No. 1, 60 FR 53492, 53494, Oct. 13, 1995; 68 FR 55168, 55170, Sept. 22, 2003; 75

FR 37254, June 28, 2010]

AUTHORITY: - . Y n ume
AUTHORITY NOTE APPLICABLE TO ENTIRE PART: :
Sections 5.1(a) and (b), E.0. 13526, (75 FR 707, January 5, 2010). "

MOTES:

[EFFECTIVE DATE NOTE: 75 FR 37254, June 28, 2010, revised Part 2001, effective June 25;
2010.] ' .
!
~ View Full - . 1of1 - AT s [ : 'f-l{‘,"
Book Browse | More Like This | More Like Selected Text | Shepardize®
32 CFR 2001.14 (Copy w/ Cite) Pages: 3

Service: Get by LEXSTAT®
TOC: Code of Federal Regulations > /.. ./ > SUBPART B-- CLASSIFICATICON >

§ 2001.14 Classification challenges.
Citation; 32 C.F.R. § 2001.14
View: Fulil
Cate/Time:. Wednesday, April 30, 2014 - 1:54 PM EDT
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WRITER'S DIRECT DiAlL N,
(2682) 538-8204

WRITER'S INTERNET ADDRESS
Rcvincnrroil@f‘}nin nemanuel.com

January 31, 2014

ViA EXPRESS MATL

. Deparanent of the Navy
Office of Plans, Policy, Oversight and intcomuon
Attention: Security
1000 Navy Pentagon
Room 4E572
Washingten, DC 20350-1000

/ Re: Sarwar Jan: Abdul Rahman Jan's Top Lieutenant and an Enduring Source of Insiability
in Now Zod
Dear Sir or Madam: 10 USC 130b
1 am an authorized holder of classified imbrmation, and | 1‘&présent| l -
[ JUSNICR. Bursuunt 10 32 CF R § 200114, Thavaby challorae i 7| F=ks)
| I b: dn-ud—ry- ,7—,-2-()?_4 :Jt;u;}_of_l n-)_/ ;):lc)bc,l 24, 2013 challenge of the clessification
of the document Sarwar Jan: Abdul Rahman Jan's Top erez.uemmﬂ‘and an Enduring Source of
Instadility in Now Zad’. 1 request that the Departiment of the Navy deciassify this entire
document in accordance with Executive Order 13526, Tn the alternative, | request that the
Department of the Navy declassify only the text of this document, rminus its endnotes.
-
NW#:S???ﬁHﬂwwﬂm:wwwwfwﬁhﬁi RICTEREY
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The document inciudes information already {n the public record about Sarwar Jai, who

was involved in arms and drug tratficking, kidnapping and enild sex abuse, and (he facilitation of

Taliban terror attacks on Coalition Forces, A representative cxample includes the following:

;
NWH#:67776

Bing West, 7he Wrong War, 277-78 (2012): Now the sixtcen-year old was back, wearing
& blue shirt iike a policeman and living in the police station, refusing to acknowledge his
farnity. “Chai boy,” Raaz, the interpreter, whispered to Jason, Many Afghans in
positions of power kept boys outside their doors to fotch lea, run crrands, and surrender
thetr bodies ... Sarwar Jan served as chief of police during the three years that Now Zad
was besieged. On hig rare visits to town, the Taliban had never shotat him. He was a
protéeé of Sher Mohamed Akhuadzada, the former governer of Helmand [who| left
office afler a stash of opium was found on his property. Karzai let him stay in Helmand,
where he periodically threatened to align bis drug army with the Taliban. In a political
tg-ol-war, the Marines were pushing to throw out the police chicf, while Akhuadzada
was working his Karzal connections to refain him. “Sarwar Jan has political power,” said

~Jagon, “Tis Noorzal tribe work with the Talibs,” [an Afghan] said.

Kevin Seifl, Deadly insider attack that left 3 US. Marines dead was work of an Afghan.
tecnager, WASHINGTON PosT, Aug. 17,2012: Aynoddin ... was still in high school when
he started work for Garmsir police chiel Sarwar Jar in the southern province of Helmand.
He spent his days cooking and cleaning up after Jan, Both Afghuans and Americans knew
him as the boss's “tea boy” ... three weeks after he arrived at a joint US-Afghan base
calied Delhi, the boy stole & Kalashnikov that was [ying in an unlocked barracks,
according 1o police officers on the base. He waiked to a gym where four unarmed
Marines were exercising and held down the trigger until no bullets were left, When he
was finished, three Marines were dead and one was bedly injured ...

When U.S. officials discovered that an unvetted 15-year-old had been allowed access to
the base - and the weapons strewn around it — they were furfous. “These were jihac-
motivated executions,” said o Western official in Afghiahistan with lknowledge of the
incident, To sugpest otherwise would be “profoundly distasteful and insulting to the
Marines who died.” '

Sarwar Jan said Aynoddin was “given” to him us a personal assistant by a Jocal elder and
Afghan Lotal Police commander. Jan assumed the boy was 4 police officer, he suid,
even thaugh he wasn’t wearing a uniform ...

Several Marines said they made it clear to Jan that it was not accepiable 10'bring
underage boys on to the buse. But they watched as the police chief discbeyed that rule,
they said. For years, Marines and other US officials said they had heard local residents
complain about Jan’s poorly kept secret - that he' invited boys to bases often shaved with
US troops and engaged in sexual misconduct, Offteials say it was the primary reason he
was dismissed from a previous posting in Now Zad, another district in Helmand,

DocId:34498399



loc Straw, Marine slap for hero, DAILY NEws, August 28, 2013: “The Marines were asking
about & shady pelice official, Sarwar Jan, whom they suspected of molesting local minors
and who had access to their post, Brezler quickly e-mailed warnings about Jan’s history of
abuse and suspected ties to insurgents.

Ashley Collman, Support rallies for soldier who faces disciplinary hearing for sending
classified information from his personal email which could hove saved three lives, DALY
MaiL, Oct. 27, 2013: Major Brezler found himsclf in hot water last summer when he
responded to an email from troops in Mclmand Province, Afghanistan who were inquiring
about a local police chief named Sarwar Jan. Jan was being given access to the base in Delhi
as part of the U.S. military’s exit strategy from the country. Major Brezler had prior
knowledge of Jan, and immediately replied to warn his fellow Mearines about the dangerous

police chicf with tics to the Taliban.

Dan Lamothe, Meel the Most Crooked Cop in A ﬁgham‘&mr_z, forEIGN PoLicy, Oct. 30, 2013:
Afghan police chief Sarwar Jun was accused of scxually abusing teen boys en U.S. bases in

Afghanistan when U.8. Marines pressed to have him removed from power in a violen(

district in 2010. Turms out that might only be the beginning of his crimes ... coaliticn forces
also believe he extorted money from eivilians, operated illegal security ¢heckpoints and was
working with the Taliban, selling the insurgent group weapons and police uniforms for cash.

Tvan Watson, Marine under fire, CNN, Oct, 30, 2013; The suspecied guuman was a teenage

servant, known by the single Afghan name Aynoddin, who was working on the base for
[Sarwar] Jan. Despite his earlier dismissal, Jan had been appointéd to conunand the Afghan
police in another district of Helimand Province, where FOB Delhi was lecated ... Betore the
sheoling, Buckley St. said that his son had warned him over the phone about th{, Afghan
police commander named Jan. “MHe told me that {Jan) was a bad person,” the elder Buckley
said, “They all knew that he was a bad guy. He was thcown out of two other basés prior to
this for drug {aundering, prostitution and ties to the Taliban,” he said.

Maithieu Aikins, Friend or Foe, MOTHER JONES, Nov.-Dec. 2013: Aynuddin arrived at the
Ganmsir police headquarters with the entourage of the newly appointed police chief, Sarwar
Jan, several Afghan cops toid me. “[he Marines had pushed Jan, & distant relative of
Aynuddin’s, out of at least one previous posting for his alleged corruption and suspected
dealings with the Taliban, but he was well connected poiitically, He was also rumored to be a
sexunl predator. “Some of the stuff with pedophilia and chai boys made the Marines sick lo
their stomachs,” one Mavine officer told me “His nickname was ‘O, because he was such a
criminal. Afghan police at Garmsir told me that Aynuddin was always at Jan’s side, feiching
tea and anything else the commander required. At night, they said, he siept in Jan’s room,

As demonstrated by these publications, despite having actual and contemporaneous

knowicdge of Jan’s background, the Marines veentered into a relationship with.him in July 2012.

The fact that the Marines knew about Jan’s background is further demonstrated by the

 NW#:67776
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P3/b(3)

10 USC 130b

acknowledged receipt of the document in question by the operations officer of the Third

Battalion, Bighth Marines on July 24, 2012,

-—--- frefusal to declassify the document, combined with the information in the

N

public domain about Sarwar Jan, leads (o a reasonable inference that Marine officials are

ralusing to declassify this document to prevent embarrassment o the Corps as an crganization,
< : :

>
and tMgdividual officers. Upon information and bellef, Regional Command Southwest
N\ . ‘
.
commandery,

Jknew of Jan’s background and activitics

\ - o :
between July 24 ‘an.August 10, 2012 and yet Marines under his command granted Jan and his
men unfettered accesd (o Marine Corps facilities. The continued classification of the document

' N\ ' :
may conceal violations of the law during this period—trustworthy and credible witnesses allege

: AN
that Jan sexually abused minors‘@ FOR Delhi.
Pera letter of the Dépurtmelﬁ’ of Defense Inspector General of December 23, 2013 these
\

. " s . . . N -
matiers are now the subject of inspector general and criminal investigations.
Ay h i

In refusing to declassify the document]:ci-ted Paragraphs 1.4(b) and (d) of

E.O. 13526, The Bxceutive Order reads, in pertinent part, that information “shall not be!

considered for classification unless its unauthorized disclosure could reasonably be expected to
cause identifiable or describable damage to the national security . . . and it pertains to,” infer alia,
“foreign government information” or the “loreign relations or foreign activities of the United
States, including conlidential sources.”

As 1o Paragraph 1.4(b), T do not hav.e a copy ot the classilied document at hand, but per

my notes of October 15, 2013 the document did not include the words “loreign government

' General Neller alse referred to information security and classification guides, which (1) are
classitied, (2) not publicly accessible, and (3) may not be reterenced in this letter,

NW#:67776
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information” or the abbreviation “IFGL" This nomenclature would be eippm priate if the
information contained therein was supplied to U.s. Intelligence by ariiaison service,

As to Paragraph 1.4(d), inasmuch as the document pertains to the foreign relations or
activities of the U.S., our Govcrh_ment’s relationship with Jen may be embarrassing {0 members
of our Government or miiitary,. but it is not a maltter of national security,

Some human intelligence reports are admittedly referenced in the endnotes, However no
human sources ure named or deseribed. As an-éxpcri;enced human intelligence operations
officer, 1 doubt any sources could be identified by reading the text oi' the document and cross-
referencing its endnotes. As such, I reitérate my request that the entive document be declassified.

1 i'"n.mly believe, however, thét no conﬁld ential source could be exposed in amy\way by

L
revealing the text of the document divorced from its endnotes. Should the Departinent of the
{ Navy find it appropriate to exercise an EXCesS of caution, in the alternative 1 modify my request
of October 24 and ask merely that the Department of the Navy please declassify the text of the

document minus its endnotes,

IE; Apparent conflict of interést : 1.0 USC 130b

Per my October 24, 2012 letter [ believed the proper adjudicator of this classification
“challenge was the Marine Cozps Dirvector of Intelligence)| | |
:-l-nstead Headguarers Martne Corpsteferredtin matter to_rf-'M-amw-— -—| P3/b(3)

- — -
- —
e B
- a _

> . = oy !
I:P e - ;
-— - L

In response to anernatl from| fon August 26, 2012,:{

D;sked for a conference of generals to discuss a MARINE Corps Tivis article published the

previous day, entitled Marine who warned of insider attack threat jacing career’s end. The

6
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10 USC 130b _ - | P3/b(3)
article discussed the receipt-of an unobserved adverse [nm.sm'cpoﬁ my client,
- AU i ‘
on account of his sending the dowmenirﬂlmut an to Marines )g”i\tjg’;’ mistan dt the requestofa -
fl Il
i /', o, ol

/
colleague, mrotc his colleagues, “We nc;:ﬂ xc/téé 1(flll"qclav .”,]

, P G, / l - I
This email was also sent tof - I/rbé (.’mrmw l;df.r kn Helmhnfi in July and
: /I

August 2012, who repertedly knew of Sarwag 4 dg’ﬂ l'ftclc;;__,mupp dndpa@twﬂmqbut fatally did not
l

keep Jan, his associates, and their sex '1bmse y{cym; f:ﬁ of}-(bBrDal il' It was falso sent o
% VA / / /

|
l | Ou Augl. it Zé qs]umed ceipmand of Marine
’ / /l L | 1

- Forees Reserve. On August'28 me];mmpf'l to"thc ﬁ];'spéc,tm Ge}méml regarding

: ’ ;
Jan’s activities. And og ﬁugus,tﬂﬁmc&ﬁectjfo a Board pf-Inquary
V4 / ¥ / / | v
Only the pacticipanss in the cc:nvc}’satimmarraniged bet‘.\"e?'n himself and
, v G 7 I 1
4 / |

’ !
kclerral to

3

| lend] .~ Jknow wlfat tock pla;:'ga' on l}&at call. Butll |
7 .
( : i i I
b a Board of [nqulryby:ﬁour days laﬁdl gives risc to at ]céqt an appedrance that

; ' 1 [
:Fmd perhaps| |hud :,or}’u,‘th;: to do with it. And
I

referral 1o the Board is now under pi elmnn'uy 1nvcsﬂ{;1t10n by the DI&}D Inspector General as a

I T
case of whistleblower retaliation, / ,‘r o
’ , T :
- Under these c11'cumstances,ccrtamly should not be the official who

decides the classitication of the doc-mneﬁt‘ in question. II
IIT.  Bestinterests of the Departmént of the Nayy ,'
1

L}

: / i . k3] i3 E
Since 2008 at least 84 so-called “insider” or “green en blue™ attacks such as that which
1

/
occurred on FOB Delhi have _clain;éd the lives of 140 Coalition F‘or!cg:s persoune] and wounded
' I
157 more. Insider attacks accowdted for fully fificen percent of Coflllii‘ion Forces dealhs in 2012.
I '

£ On December 19, 2013 thm/Bocud recommended[_____Jbe honorably sepurated from
the Marine Co?as in part on ;he basis of his emailing the document in guestion to Marines in

{ Alghanistan, lans to appeal the Board’s recommendation.

NW#:67776
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 See Biil’rRoggie, ISAT soldier killed in latest insider attack in easiern A fghanistan, LONG WAR '
JOURNAL, Oct. 13, 2013,

The size of the U.S. force in Afghanistan will shrink rapidly this year, perhaps all the way
to zero. See Thom Shanker, Military Plans Reflect Afghanisien Uncertainiy, NDW YORIK
TIMES, Jan. 29, 2014 (stating that allied planners have drawn up plans to deploy a force this

_summer hat is ;‘sa.na1ii encugh (o withdraw if no deal for an enduring presence is reached”). As
such our naval and other forces will increasingly rely upon the Afghans, for (asks such as
perimeter and route secutity, as the number of U.S, combat troops in theater dwindles,

It is important for Marines and sailors to recognize the true character of the Afghan
officials with whom they arc forced to serve. Unfortunately mény Afpghan security officials such
as Sarwar Jan work with the Taliban, engage in narcotics trafficking, and abuse human rights,

; ) Junior and npn-commissioncd officers und enlisted personne! serving in austere tactical
environments often lack.'access o secure communications and therefore ¢lassified information.
Yet théy are the Marines and saflors most at risk of being the victims of insider attacks.
Inteiiigence should not be a sell~licking ice cream cone. Inlormation is collected und
retained not for its own vaiue, but to disscf;li nate it to ser‘\‘rice1uc1;1‘bcrs who need it, And their
nced is most acute when the information pertains to Iif‘c—and-dtlza‘th matters of foree protection.
To ameliorate the dangers cur servicemembers will face in Afghanistan Uiis coming year,
derogatory infonﬁatign on Afghan security forces members should be disseminated to our troops
on an uncla.ssil'"ied‘basis whenever possible. Releasing the Savwar Jan docunent would send an

important and positive signal fo the Fleet: that concern for force proteclion should be now

paramount 11 Marines and sailors” dealings with the Afghans.

NWH : 67776
DocId:34498399



N

Again, I request that the Department of the Navy muke an independent and disintérested
determination of the proper classification of the document on Sarwar Jan. And [ hope and trust
you will agree that at the very least its text, minus eﬁdno‘tcs, be deciassilied.

Thank you.

Very 1_'cspectful1y_.

P | P3/b@3) | |
B P P S PB/b(6)

Kevin T, Carroll

Enclosures:  Jul. 24, 2012 emails of] || |

Aug. 26, 2013 enmail of | _I,l
- Rl et al.
“Aug. 30, 2013 letter o | |
: P3/b(3) | — - —oer 2472013 fefferoT counsel to ]
. R
' T e 23, 2013 letter ofthc: Department of Defense. Enspec‘fox General to
 Represeatative Peter T. King

SJdan. 7, 2014 felter of] — boulnsel

10 USC 130b

9
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| P6/b(6)

T e

From: Kevin Carrall = e
Sent; - ggen— -~ " [

DoaId: 34498349

To: : e e
Sublect: FW: IMPORTANT! Sawar Jan is back!
From:
Date: july 24, 2012, 1:35:59 PM EDT .
To: "Jason C. Brezler TN
Subject: Re: IMPORTANT! Sawar Jan is backY, N
~
Can you send me what he sent you? This is what [ jus sc\n\to him. N
g\? S " "k
. € ~ N
et's no 0%:@ ;t here. | asked Jason to h\,lp you oul. He is a get M T
the mission dene guy;ju:s\r-hlecm There is nothing mission T Vgt -
sensitive in that doc and it i§°definitely over elagsified. ! asked: ' % Ty 10 USC 130b
kim to get you whatever he had on ﬁo@ﬁ;‘we doTmot endam, N 5 ~ :
or Marines. Jason is one of the best officers-Fhave ever worked ' T
with. 1do not want to see him screwed over becau sked for his - f
help. H you had not asked me he would not have bccn inv If you
kave a sat phone give me a LalEE— 7 == ;K-x it P3/b(3)
b . l“hanks? ________ e - et :
On 7/24/12,] -
Thaditona haWZD and it was my only way to get itfo ygu. ,
. :F id that you need it. : , I/
‘ | s/
; I'm in Oklahoma gotng to grad school and it was my Only w
| you.
Jason
From]
l
{ To: Jason C. Brezler|
Bs Sent: Tuesday, July 24, 2012 12:18 PM
1
NWH:67776




Subject: RE: IMPORTANT! Sawar Jan is back!

C
| P3/b(3) Hey man, youjust sent me SECRET NO FORN from a NIPR Yahoo address?
t\ Va. [ 10UsC 130D
= i
| ‘\ S
|H \ N ~
e % A ~
. \ RN
Is \ \ N ~ @
I \ ~
I ' R
1] | \ '~
|| ] ‘ v ®
1 L \
i '
LK Y
1"
| | ' \\
I
| 1 1 \\
I T v
| 11 L A
Ly }ﬁ I v \ \
l ‘---\T()lriginal Messagey---
| Frdm:| |
| Senu Tuesday, July 24, 2012 18T ,
I To:
||
| Cc:
|l éubject: Re: ‘I‘Mﬁ@fﬁANT! Sawar Jan is back!
| :
1 4 //
‘ |
! l > )
| l,t‘l,'t me know that you got his.
|
ls/l‘I
|
I _______ _—
From: T
{ To: | =
: Sent: Tuesday, July 24, 2012.9:24 AM
2
NW#:67776
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f : Subject: IMPORTANT! Sawar fan is back!

P3/b(3) || 10 USC 130b

1 just got an emait from one of my friends in Afghunistan. He just

met Sawar Jun, He is looking for anything we have on him. Do you

still huve that paper

G S -

" be very nelpful. Anything you ¢aq think of that would be useful

‘ote on this guy and New Zad? It could

please send to

Fhis-dudedis-atop motehe - — - — - o |

officer who I have known for a while anddid A RIP with on my last

tour,

I

S

NWH:67776
DocId:3449833%9

Thanks brothesr, - "'/'_’

—_—

S

P3/b(3)
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4 ———m———— = - — - — = — - — - — - — - — - - asige

From: Kevin Carrcil

Sent; LOU

To: ‘

Subject: ' PV Sarwar Jan

From:

Sent Tuesday, July 24, 2812.11:%17 AM ' //

‘\"‘-\..

Dude! g:::::r‘uéi‘sent.me SECRET/NO F

shit~over NIPR! From a Yahoo Accountl , I am going
to havk to report t ta olur—ORSEC_ guy.
he ciﬁ t have this stuf there.

Dammit, T -k.now he was just fying to h,elp but shit,

» ™

yR/I E l
/ P3/b(3)

/ P6/b(6)

./’
3/b(3)

\-\— iginal Message----- il i \ 10 USC 130b

From: “

Sent Tiesday, July gg;;geiz 18:15 \\

To s >

Subject: Rg:;ﬁé%wsn\Jan
et ~

this request out to\: my CAG officer for No»fl.éad. He has\some of the

detalled reports we submitted on this guy. The short version 1s he 1is extremaly corrupt,
only serves himself, has a proven record of failure, and is only, out to serve hi

fired him from his position as the Now Zad DCOP in 2018. He way beating people\d
did not pay his illegal taxes. He was taken to trial in Lashjbut only received & slap on the
wrist, He did lose his position in Now Zad which was the best I could do at the t\ime. My
interference in the Afghan legal and political world was frodned upon to say the 1 A
little more background on the question will help me give yew a better answer. 1 know this

man very well and worked with him daily for nearly
5 months. His corruption crossed the line into hurting the avérage civilian he was téﬁked to

protect so he was fired. He has sold out to the TB several, tlpes before. I would not\{:ust

him with anythlng ' ‘ [ 3
U

/ .’ |

Hope this helps,

NwW#:67776
ocId: 34498399



@' §|:k\

S Or‘\ﬁal Message- -~ -

From:| ~ |

Sent: Monday,> edly 23, 2017 5055 71

To:| s |8 5!

Subject: Sarwar Ja\m\ \\ §
14 1

% N~ . )
AN AN / /
- N .
~. [ ~
E :_“\\ N / i
~ > \ / T

N ;
Do you remember F;Nw DCBP, waKx\an? If yes, tell me about hl/y/ He,’just showed up.
s . |
| T // /
VR/ \\\ | |
/
| . . // !
| ) S I
1‘ /'J g
' /
F & [= .— i
Eiied
/ 6/b(6)
! i 7 -
! [~ 10USC 130b
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.

- Sent;”

‘From{]

- To:[ l T
Senl: Saturday, August 11, 2U12 7.3Z AM
I 10 USC 130b

- From; Kevm Caral— < e
Thureday ﬁnﬂnmho 15 971""1';" AL

To:
Subject:

----- Forwarded Message -----

P3/b (3) Subject: Sawar Jan strikes again
Tragic story for you: Sawar Jan was recently named the DCOP of Garmsir. He brought 9 - yes, count
it NINE ~ chai boys (excuse me, personai servants) with him. One of them decided to go nuts and
killed a bunch of Marines yesterday, tried to get another policeman to join him in jihad when he was
taken cut by another cop. ,
This week has absolutely sucked in Helmand. This, after three Marines (SF) were killed in upper
- Sanginwhen they were invited to dinner atthe police commander's home.
i
o
L
1
NW#:67776
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: Pebe | [ P3amea)

| \|CTR
From:

Sent;
Ta

Ce:

Subject:
Catagoties: " UNGLASSIFIED

UNCLASSTFIED// ' 10 USC 130b

i

oK.
We need to talk. :
Today . . .coorginate with the C0S. :

V/R Neller _ ' P3/b(3)
----- original Messag@-n~--- P6/b(6)

Fromﬁtm} L
Sent: Monday, August 76,2813 B:Ba = - = - =
|

To: | L
Subject: RE: {U] FW: NEED GROUND TRUTH™
By -~ -
! General, feo - A
4 I think the Cornmaniant’is referring to this article from MC Times in today's Daily Media

Report., -

-
SEF =
Marine Corps Times
August 25, 2013

-

-

Marine who warned of insider attack threat facing career's end Used unsecured network in
effort to save lives By Dan Lamothe i

Jarine Comps Timea Augus) 26, 2013, Artile avalisble in 0gsn 16uch

NWH:67776
DocId:34498398%



URITED STATEZ MARINE CORPS
MARINE FORCES REBERVE
2000 OVELOUSAS AVERUE
WEY GRLEANS, LA 70114

IK REPLY REFTEZR 710:

1920
SJA/dww
30 Aug 13
From: Commander, Marine Forces Reserve
To: | ] vsmcr
Subj: NOTIFICATION oF BOARD or inguiry | P3/b(3)||10USC 130b
Ref:  ({a) SECNAVINST 1920.6C , ;

(b) MCO PREB0O.18A ;
(¢} NCIS case 04AUG12-CRAF-0072-5BFMA/T SECRET’
{d) JPAS person summary ico [ Jof 30 Aug 13

Frnel: {1} Rights of the Respondent
(2} Acknowledgement of Notice

1. Pursuant to references (a) and (b), I have been designated as the
Show Cause Authority for Marine Forces Reserve. In that capacity, I
have reviewed references (c¢) and {d) and determined there is
sufficient cause to refer your case to a Board ¢f Inguizy (BOIL).

2. Y¥You are hereby notified that I will convene a BOI to make a
recommendation on your retenticn in the U.8. Marine Corps Reserve.
The specific ressons for separation that the BOI will consider are
Substandard Performance of Duty and Misconduct, or Moral o
Professional Dereliction as evidenced by the follewing:

a. Fallure to demonstrate éccaptable qualities'of leadership
reguired of an cfficer of your grade:

b. Fallure to achieve or maintain acceptable standards of
proficiency required of an officer in the member’s grade and;

c. Commission of a military or civilian offense which could be
punished by confinement of 6 months or more;

3. The BCI will make the following determinations, by majority vote,
based on evidence presented at the hearing:

a. A finding on the reasens for Inveluntary separation. This
finding is based on a preponderance of the evidence standard; and

. One of the following:

{1y If the BOI finds that one or more of the reasons for
separation are supported by sufficient evidence to warrant separation
for cause, it may reccmmend your separation; or, .

NWH#:67776
DocId:34498399



; Subj: NOTIFICATION OF BOARD OF INQUIRY

(2) If the BOI Linds that the reasons for separation are not
supported by sufficient evidence to warrant separatlon for cause, your
case will be closed.

4. If the BOI recoumends your separation, the BOI will additionslly
make & recommendation regarding characterization of service,

5. You have thixty {30} days te prepare your case. As the
respondent, you are entitled teo exercise the rights set forth in
enclosure (1). Your failure to invoke any of these rights will not be
considered a bar to the BOI proceedings.

€. This letter is the notice required by reference {a}. You will be
notified of the names of the board members and of the date and
location of the hearing by separate correspondencs.

are directed to complete enclosure (2) and return it to: Office of
the Staff Judge Advocate, Marine Forces Reserve, 2000 Cpelougas Ave,
| New Orleans, LA 70114, by mail. :

J 7. Within five (5) working days of receipt of this notificatiocn, you

- B. A military defense counsel will be detailed to your cass. To
i : ohtain military defense counssl, contact the Marine Fcrces Reserve

fﬁmﬂgs_ﬂsignﬁg_Founsiél Jat phone number
il \ o : '
u T O MNSES
|

R. P. MILLS

10 USC 130b || P3/b(3)

NWH#:67776
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Lynne M. Haibrooks, Esq.
Acting Inspector General
United States Department of Defense

-
1.

i } N

4800 Mark Center Drive
Alexandria, Virginia 22350

Dear Inspector General Halbrooks:

| Jof the United States Marine Corps Reéeyvc approached me eaclier

. “{his year with his long-standing and previously expressed concerns about Sarwar Jan, the local
P3/ b(3) police chief in Garmsir District, Helmand Province, Afghanistan,

s

suspected that Jan had commitled sex ciimes against juveniles at U.S,

Depqrtment of Defense facilitics in Afghanistan. On August 10, 2012 cue of Jan’s subordinates

wnd se}(\cumc victims klﬂed three U.S, Maunes, including my consmuent Lance Corporal Greg
Buckiey,

by

~

Fmther emd in addmon to the whlstlablowct retaliation complaint filed with your office
on August 29, 2013, I write to ask the Office of the Inspector General to also

investigate the followig:

10 USC 130b | »

|

NW#:67776

N

Did Sarwar Jan comimt sex crimes against jll\femles while on U.S, DoD f"lclhnes? Did
Januse U.8. Gover m:‘zem‘{nnds to procute hig vietims? :

~
Were DoD personnel aware of J‘an g crimes? What dc{ions if any, were taken by these
personnel? S

~

\
Why was Jan reportedly dismissed as distrigg police chief? Why was he reappointed?

What actions, if any, werc taken ifi response t(: August 2012 warnings to

forward-deployed Marines, about the dangers Jan’s activities posed to co-located U.S,
personnei? C _

What was Jan’s relationship, if any, with the U.S. L;ovumucut to include the US.
ntell:g,cncc Communily?

PRIELED ER TILEYCLED PAVT

DocId:34498359



o If Jan had a relationship with the U.S.1.C., did his sex crimes and/or his subordinate’s
- murder of three Mavines constitute significant intelligence failuves, required to be
reporled lo Congress under 50 U.8.C. §§ 3092(a)(1) or 3093(b)(1)7

o Where is Jan now, and what is he doing?

If you have any questions tegarding this letter, please contact Ms. Mandy Bowers on my

committee stafl at 202-226-3417. Thank you.

Singerely,

=g
/%%“ Y
ETER T. KNG

Member o Congress - T

NW#:67776
DocId:34498399
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October 24, 2013

Commandant Mazine Corps lalelligence Department

30060, Marine Corps Pentagon / F%&[(Q)@’))—

Washington, IDC 20350-3000

Via Faesimile: (703) 614-5888 2 -7"‘7,,’ : : :
Via email to the attention uf? | e I,/ | 10 USC 130b
w = / d 1
-7 g b |
P e— R -
; ' I
~ Sir Lam a United Stales ulm.n an e:uth{)/l/(,d in’w!du of classilicd mllotnml:un and an
witorney acting on behall of] Ic}[‘l!u/lhﬁtcd bmlu Marinelorps Reserve. |
Cwrite you in your capacity as Dircctor of Intelligence of lll‘u, United States Mxln e Corps,

/
Pursuant to I.'ixcculive Order 13526 of Decer 1bcr129,' 2009, ¢ 'lc‘l.\'.s‘.fﬁet{‘lNan‘i'rmuf Securily

Information, and 32 C.E.R.§ 200114, Classificarion CHallenges. | hereby chpllenge the
; i classilicution ol the contents of and altuchments mlmy nfhunl Hily 2502012 email
exchange with the assistant operations officer of the 3" Hcllld]l()ﬂ of the 8" Marine Regiment in

Helmand Provinee, Alghanistan, [ s Ilhcn correspandence concerned Afghan

Nalional Police Garmsir District Chief Sarwar Jan,

CAs you know, “information may only h’c lessalsul under 1.0, 13526 01 unauthorived
disclosure of the information reasonably cou yd be expected Lo result in damage (o the national
secur Ly M Audicial Wetch, Tne. v, Departorent of the Navy, 2013 U8, Dist L (XIS 134945 at *6

(D:D.C. Sep. 19, 2013) {eiting 12.0. 13526 4 1.1¢a)4).)

, 4 ; ; ;

i have had the opportunily to review these emails and atlachinents in o seeure seiting, |

bubieve the public disclosure ol these mebsages” cuntents would cause no harm o U8, nalional
sceurity, and that the information tf u.ﬂ,l(m, was and showld now be unclassiflied.

The information is not an up::r,ﬂliténal file, nor does it pertein Lo the Exeeutive Office of
the P wdw %c b (') 13526‘ 'ﬁ'l 3, 5’(‘1}( J :md (h} 'l’hc inf'mmulltm ih noti s«.i!'lhc :mbju,t ol

35'26 '\ i "}(L) /

I
1lie senior lmnu)mmlssmﬁtd oflieer who investigated the alleged spillage caused by the
sending ol this informaton on Et} behall ol the Pirst Marine Expeditionary aree in Afghanista,
| USMC. recommiended at the time that the contents of these
emails be declassified. The oripinal elassilieation authurity ol the document. Ms. |artssa
Mihalisico, also believes that this information should no lenger remain classified.

NW#:67776
DocId:34498399



In J3.0. 13526, Uresident Obuma ordered that ne information shali continue to be
maintained as clussified, or fil to be deelassified, in order to concedl violations of the law, or
preveni embarrassment (o a person, organizetion, or agency. See 13,0, 135264 1.7 (1)-2).

. The “classified” information in question perieing (0 serious criminal activities by an
Alghan security officiul. | believe it is now heing described as classified only to prevent
embarrassinent o whormever decided Lo allow Sarwar Jan and his associates continued armed
and unescorted access Lo Forward Operating Base Dehli between| Jownrinings and

. August 10, 2012 murders there of Staff Sergeant Scott [ickinson, Corporal Richard Rivera, and
) —~

-

Lance Corporal Greg Buckley.
P3/b(3)

Again, 1 challenge the classification of this information under Section 2001, 14(a), and _
request its immediate declassification in advance of] [Board of Inquiry, currently /
scheduled 1o begin on November 21, 2013, ' i

. _ )

A copy of this letter will be sent viw United States mail, Please atknowledge your Leeipt
y B P
/

_of this communicaton. Thank you. -

10 USC 130b 7

Sincerely,
/

~ 7 ¥ ol
f:_,.-t M_(.WM"“@#)
’

Kevin Carroll, Iisq. 7

/i

/

Yocial Secwrity Number i

Pate and place ol birth

7 - — .

/
ee:The Honorable James Clapper, Director ofANational Intelligence
The Public Interest Declassitication Board
| JUSMOC

e "
i e

NW#:67776
DocId: 34498399



- Dear Represcnlative King:

P3/b(3).

Pm)

NW#:67776
DocId:34498393

INSPECTOR GENERAL
DEPARTMENT OF DEFENSE

4800 MARK CENTER DRIVE
ALEXANDRIA, VIRGINIA 22350-1500 "
DEC 2 3 2013

The Honorable Peter King

t).8. lousc of Representatives

339 Camnon House Olfice Building
Washington, D.C, 20515-3202

10 USC 130b

CThis is in response to yous Jetter dated September 9, 2013, regarding a reprisal complaint
submitted by] JUSMCR, and U, S. Government invelvement with Sarwar

submilted a reprisal complaint to the Dol Hotline on August 29, 2013,
Oihma 3 within € Whm&ebﬁa-wexﬂepgsal invesligations Dircclorate (WRI) reviewed the
complaint and declingd Totnvestigate becanse[__ - — - —Jwas nolin a military status, as
required by DoDD 7050.06, when he firde his sommunication. However,

reeently submitted new information not pnevmusly comsidered,_WRI officials ave evatuating the
new information as possible evidence of reprisal and will advise[________Jof their

cetenmination at the time it is made,

We have referred items #1 and #2 in your letter to the Army Criminal lnvestigation
Command (CID) for action as they involve allegations of criminal activity. We referred item #4
in your letter to the U.8. Marine Corps Inspector General for ection. We will notnfy your office
of the results of these inquiries once they are uum)}!eie

The remaining items in your letter are not appropriate for a DoD response. We
recornumend that you contact the U,S, State Depariment and the [nspcctoa General of the
Intelligence Community regarding these specific matters.

Shaubd vou have any questions regarding this matter, please contact e at

Sincerely,

gﬁiy TU[HB[

Acting Assistant Inspector General
Communications and Congressionni Liaison



URITED STATES MARINE CORPS

UL MARINL CORPS FOHOES, CENTRAL QOMMALHD

TILE BQUY L BOUMBARY BCULEMARD
MACUT L ALR FORCH RABRE, FLURIDA 33621-%101

i O A TS
5510
SECURLTY
7 Jan 14

From: Original Classification Authority, U.S. Marine Corps Iorces,
Central Command

To; Mr, Revin Carrell, lsquire, Quinn Emmanuel Trial Lawyers

Via: Cammander, U.S5. Marine Forces Reserve i

Subj: CLASSIFICATION CHALLENGE 1CO[ ] UsHGR

Ref:  {a) Executive Order 13526 P3/b(3)
{b} CENITCOM 3B0-1, Information Security
t) CENTOOM 380-14, Security Classification Guide
(d} Combined Jaint Task Forve-10l, Security
© Classificatien Marking Guide dated 1 Navember, 2008
(ey (U} Barwar Jan: Rbdul Rahman Jan’s Top Lieutenant
and -an Brduring Source of Instability in Now Zad

1. Tthis memorandum is in response tc the Quinn Emmanuel
Clagsification Challenge in case of the subject-named Beoard of
inquiry. This command received the Questioned Document on 13 MNovember

{ 2013, and in cempliance with the simtiy-day response timeline, hereby
sybmits an official regponse. :

2. "1 am a Secrel Original Classification Authority. 1 have reviswed
the Questioned Oocument identifieg in reference (ej, and in accordance

with references (a)-(d), I hereby deny the request for complete _
declassification of the Questioned Document. Classificacion ' 10USC 130b

Challenges exist L0 guestion protections afforded fo classifled
documents. The document, is properly classifled at the SECRET//NOFORN
level in accordance winh Section 1.4.b,d of reference (a)}, Tabl A of
refersnce (d), and appendixes B, and E of referance {¢)- '

3. Appeal optlons are avallable by contacting (in writing; the
Department ot the Navy, 0ffive of Security Heview, Office of Plans,

Yolicy, Operation apd Investigatiecn (Code FPQOI}. Your appeal must
“include date of criginal request, date of denjal and justification for F33/b(3)
higher achalon appeal . ’ PG/b(G)

il anv_auesrisng concerning rhis maceer can be directed o E—/-’—‘-‘ 1

\&ml;d°<3¥JA~

ROBERT B. NELLER

Copy toa:
) [ile
\.
' NWH#:67776

DocId:344983399



Classification Challenge - Sarwar Jan: Abdul Rahman Jan's To'p' Lieutenant
and an Enduring Source of Instability in Now Zad

Thu, May 1, 2014 at 12:48 PM

ISCAP <ISCAP@nara.gov> _
To: kevincarroll@quinnemanuel.com
Ce! ISCAP <ISCAP@nara.gov>

Mr. Carroll,

The Interagency Security CiaSSIﬁcatlon Appeals Panel has received your classification chal !enge You should
receive an initial response to your challenge shortly. :

Best regards,
Meredith Wagner
ISCAP Staff

NWH#:67776
DocId:34498389
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*R 380-14
HEADQUARTERS UNITED STATES CENTRAL COMMAND
7115 SOUTH BOUNDARY BOULEVARD
i MACDILL AIR FORCE BASE, FLORIDA 33621-5101
' REGULATION 1S March 2014
Number 380-14
Security . ,
CLASSIFICATION GUIDE
TABLE OF CONTENTS
PARAGRAPH PAGE

Chapter | - GENERAL -1

Purpose ' 1-1 -]

Applicability . 1-2 1-1

Authority 1-3 1-1

Office of Primary Responsibility (OPR) : -4 I-1

Individual Responsibilities 1-5 [-1

[ Classification Challenges 1-6 1-2

Chapter 2~ TYPES OF INFORMATION 2-1

Unclassified & For Official Use 2-1 2-1

Classified Information ) : 22 2-1

Sensitive Compartmented Information (SCI) 2-3 2-1

Special Access Program (SAP) Information 2-4 2-1

Neorth Atlantic Treaty Organization (NATO) and
Foreign Government Information (FGI) 2-5
Facal Point Information 2-6
Critical Nuclear Weapon Design Information (CNWDI) 2-7 2-3
Operational Security (OPSEC) Information 2-8

2-9

JOPES TPFDD Information - 2-3
Chapter 3 ~ DISCLOSURE AND RELEASE OF INFORMATION -1
Disclosure of Unclassified Information Bal | 3-1
Disclosure of Classified : 3-2 3-1
Information '
) Release of Classified Information 3.3 Ft
Writing for Release 3-4 3-1
Limitations on Release 3-5 3.2

{

*This regulation supersedes CCR 380-14, 15 Jun 12. (See “Summary of Changes” on page 8-1.)
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Policy
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Prohibitions

Chapter 5 — DERIVATIVE CLASSIFICATION
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Policy
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Other Classification Guides

Chapter 6 - MARKING CLASSIFIED INFORMATION
Overall Classification
Source of Classification
Declassification Instructions
Marking in the Electronic Environment
Additional Markings

Chapter 7~ DECLASSIFICATION AND DOWNGRADING
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CHAPTER 1
GENERAL

1-1. (Uy PURPOSE. This guide establishes the basicpolicies for proper marking, classification,
downgrading, and declassification of information related to the operations, facilities,
communicaticns, data collection and processing, warning, and other information pertaining to
United States Central Command (USCENTCOM), its components and units assigned to or
operating in the USCENTCOM Area of Responsibility (AOR).

{-2. (U) APPLICABILITY. This guide applies to Headquarters, USCENTCOM, its
components, and those government agencies (civilian contractors and mililary personnel}
involved in the activities.of USCENTCOM, and any units or subordinate commands operating in
the USCENTCOM AOR.

1-3. (U) AUTHORITY. The Original Classification Authority (OCA} for this guide is
Commander, USCENTCOM. This classification guide reflects changes.required by Executive
Order (EQ) 13526 dated January 2010, Classified National Security Information”, the
Information Security Oversight Office (ISOO) Implementing Directive (32 CFR Parts 2001 and
2003), subsequent 1SOO Notices, Intelligence Community Directive (ICD) 710 Classification
and Control Markings System dated 11 September 2009, 1CD 208 Writing for Maximum Utility
dated 17 December 2008, the Controlled Access Program Coordination Office’s (CAPCO)
Authorized Classification and Control Markings Register dated 31 May 2011, and the CAPCO

! Intelligence Community Classification and Control Markings Implementation Manual dated 30
December 201 1; and Department of Defense (DoD) Regulation 5200.01, Volumes !-4,
Information Security Program, February 24, 2012. Changes in classification markings are
required in accordance with EO 13526 and ICD 710, Classification and Control Markings
System which are implemented through the Director of National Intelligence’s CAPCO
Authorized Classification and Control Classification Markings Register and the CAPCO
Intelligence Community Classification and Control Markings Implementation Manual. The
classification authority for information covered under this guide shall be cited as shown below,
along with the appropriate declassification instructions.

l Classified By: Joe Carver, Director

’ Derived From: Department of Good Works SCG dated June 27 2010
Declassify On: 2015123 1(This date is dependent upon the guidance found in appendices A-W of
this guide)

1-4. (U) OFFICE OF PRIMARY RESPONSIBILITY (OPR). The USCENTCOM Special
Security Office (SSO) issues this guide. Address inquiries concerning content and i nterpretatlon
as well as any recommendations for changes to:

USCENTCOM Special Security Office
7115 South Boundary Blvd
MacDill AFB, FL 33621-5101

:NW#:67776
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1-5. (U) INDIVIDUAL RESPONSIBILITIES. Individuals are responsible for ensuring
information is properly protected and classified appropriately. Over classification of information
hinders the timely sharing of information and mission accomplishment. Originators of
information must ensure all documents are properly marked and written for release.
Classification and control requirements apply to information regardiess of the medium (e.g., text,
images. graphics, and electronic documents (including web pages, e-mails, cables disseminated
via message-handling systems, wikis, and blogs). Portion markings shall be used on all
classified information uniess a waiver has been obtained in accordance with guidance from the
ISOO; heads of Intelligence Community elements may submit requests for waivers to markings,
formats, or authorized abbreviations in writing to CAPCO for Director of
ODNI/ONCIX/SEC/SSD consideration. Classified information must have: (1) The highest
classification tevel of information contained in the document and applicable control markings on
the top and bottom (header and footer; banner line) of cach page or slide; (2) classification
portion marks; (3) the classification authority block; apd (4) Date of origin of the document.
Originators shall include a point of contact and contact instructions at the end of all classified
products to expedite decisions on information sharing. Unclassified information with control
markings must have: (1) The highest classification level of information contained in the
document and applicable control markings on the top and bottom (header and footer; banner line)
of each page or slideﬂand (2) classification portion marks,

1-6. (U) CLASSIFICATION CHALLENGES. If at any time, any of the security classification
guidance undergoes a challenge, the items of information shall continue to be protected at the
level prescribed by this guide until an OCA has made a final determination. Requestors of
information and authorized holders of information shall seek to resolve issues at the lowest
possible level. Classification challenges should follow the procedures provided in Section 1.8 of
EO 13526, as well as implementing procedures established in accordance with this Executive
Order and Director of National Intelligence (DNI) guidance.

NWE:67776
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CHAPTER 2
! TYPES OF INFORMATION

2-1. (U) U.S. classification markings (TOP SECRET, SECRET, CONFIDENTIAL) are used in
the header and footer (top and bottom) of each page and each product. The classification must
be spelled out in full and may not be abbreviated in the banner line. A product may have: only
one classi Fcanon on the top and bottom,

a. (U) FOR OFFICIAL USE ONLY (FOUO) is unclassified DoD information that has not
been given a security classification pursuant to the criteria of EO 13526, but which may be
withheld from the public because disclosure would cause a foreseeable harm to an interest
protected by one or more Freedom of Information Act (FOIA) Exemptions in DoD 5400.7-R (2
tan 2008).

b. (U) The fact that information is marked does not necessarily prohibit its public release:
withholding the information must serve a legitimate government purpose or fit into one of the
FOJA exemptions. if the information does not meet either of these restrictions, then it should be

“appropriately reclassified.

2-2. (U) CLASSIFIED INFORMATION. Classified information is information that has been
determined by an OCA or through derivative classification to pose a risk to national security if
not protected properly. The U.S. government recognizes three levels of classification.

a. (U) TOP SECRET - Assigned when the unauthorized disclosure could reasonably be
pru.tcd to cause exceptionally grave damaoe to the national security that the OCA is able to
describe.

b. (U} SECRET - Assigned when the unauthorized disclosure could réasonably be expected to
cause serious damage to the national security that the OCA is able to describe.

| e (U) CONFIDENTIAL - Assigned when the unauthorized disclosure could reaqonabfy be
expected to cause damage to the national security that the OCA is able to describe,

2-3. (U) SENSJTIVE COMPARTMENTED INFORMATION {SCI). 8Cl is information and

materials requiring special community controls indicating restricted handling within present and

fature community intelligence collection programs and their end products. These special

community controls are formal systems of restricted access established to protect the sensitive

aspects of sources, methods and analytical procedures of foreign intelligence programs. The

Chief, SSO is the office responsible for indoctrination in SCI and ensuring comphance with all
. appllcable regulations and directives. :

2-4. (U) SPECIAL ACCESS PROGRAM (SAP) INFORMATION. SAP involves activities that
fall within the statutofy authority and responsibility of the DN1. Within these provisions, only
those programs that require, as a condition of access, the signing of a nondisclosure statement are
considered SAPs. SAPs are given the status of SCI compartments and sub compartments in

( ~ terms of the minimum required security levels necessary for their protection. Within
2-1
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USCENTCOM the Director of Operations is responsible for the administration and
indoctrination of personnel deemed eligible.

2-5. (U)NORTH ATLANTIC TREATY ORGANIZATION (NATO) AND FOREIGN
GOVERNMENT [NFORMATION (FGI)

a. {U) NATO Information. NATO classified information will be safeguarded. in accordance
with (IAW) U.S. Security Authority for NATO Instruction [-70. USCENTCOM Command &
Centrol, Communications & Computer Systems Directorate (CCJ6) is responsible for ensuring
compliance with network handling instructions for NATO material. SSO will indoctrinate those

personnel requiring NATO access.

b. (U) FGI. Under E.O. 13526, and 1ISOO Implementing Directive (32 CFR Parts 2001 and
2003), Foreign Government Information is defined as (1) Information provided to the U.S.
government by a foreign government or governments, an international organization of
governments, or any element thereof, with the expectation that the information, the source of the
information, or both, are to be held in confidence; or (2) Information produced by the U.S.
pursuant to or as a resuit of a joint arrangement with a foreign government or governments, an
international organization of governments, or any element thereof, with the expectation that the
information, the arrangement, or both, are to be held in confidence; or {3) Information received
and treated as “Foreign Government Information™ under the terms of a predecessor order.
During the course of exercises and operations, USCENTCOM receives information from foreign
governments. This material is required to be protected at the equivalent level of U.S.
classification. U.S. personnel receiving FGI must be cleared to the appropriate level of the
information received. FGI markings are used on U.S. products to denote the presence of foreign-
owned or foreign-produced information in both the portion markings and on the top and bottom
of the page or product. Use FGI plus the trigraphic country codes listed in ISO 3166 or the
tetragraphic codes for international organizations or groups of countries as listed in the CAPCO
Register APPENDIX A and APPENDIX B, unless the very fact that the information is derived
from a foreign government must be concealed. Documents containing FGI shall keep the FGI
segregated from U.S. classified portions. Release or disclosure of FGI back to the source
country is not implied and must be approved by the responsible agency. Documents containing
FGI from more than one country and/or international organization shall keep the FGI from cach
individual country or international organization segregated in separate portions. The release or
disclosure of FGI to any third-country entity must have-the prior consent of the originating

© government if required by a treaty, agreement, bilateral exchange, or other obligation. (See the

ISOO Directive 32 CFR 2001.23D-E and the CAPCO Implementation Manual for marking
guidance.) Unclassified FGI is withheld from public release until approved for relcase by the
source country.

2-6. (U) FOCAL POINT INFORMATION. Focal Point Information is a Joint Chiefs of Staff
program. The system uses unique code words to Protect Operationally Sensitive Information and
alert responsible personnel to deliver the traffic to specifically authorized personnel only. Each
Focal Point Program has its own Security Classification Guide that has been specifically written
to provide unique guidance on handling, storage and disclosure of the information. CCR 380-14
is not the final authority for Alternate Compensatory Control Measures (ACCM) information;

2-2
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personnel ncedmg access tc or havmg questions concerning Focal Pomt should contact CCJ3 for
indoctrination. '

2-7. (U CRITICAL NUCLEAR WEAPON DESIGN INFORMATION (CNWDI). The
USCENTCOM SSO is responsible for indoctrination of personnel in CNWDI. These pursonreu
musl have a need to know, verified by an Q-6 or above and have a final SECRET or TOP
SECRET clearance.

2-8. {U) OPERATIONS SECURITY (OPSEC) INFORMATION. OPSEC is governed by
USCENTCOM Regulation (CCR) 530-1, Operations Security; Joint Pub (JP) 3-13.3, Joint
Doctrine for Operations Security and Chairman of the Joint Chiefs of StafT Instruction (CJCSI)
3213.01C; Joint Operations Security, CCJ3 is the CENTCOM OPR for OPSEC. OPSEC is the
process of identifying and analyzing critical information pertinent to the military operation or
activity and executing measures to eliminate or reduce vuinerabilitics to a manageable level.
OPSEC indicators result from friendly detectable actions or from open-source information
OPSEC generally is NOT classified but is a program designed to minimize indicators.

2-9. (U) JOPES TPFDD INFORMATION. The Joint Operations Planning and Execution
System (JOPES) Time-Phased Force and Deployment Data (TPFDD) is designated as SECRET.

{ a. {U) Access to JOPES is limited to authorized U.S. personne! only possessing a FINAL

' : SECRET clearance. Access to JOPES by coalition personne! is not authorized. The release of
certain JOPES TPFDD information is permitted as approved by CCJ3 and coordinated with
CCJ3-S and the command Foreign Disclosure Office (CCJ2-FDO).

b. (U) Release of JOPES force movement information musi be coordinated with CCJI3-8, the
OPR for JOPES at USCENTCOM as well as CCJ2-FDO.

c. (U) Service Feeder Systems and Transportation Management Systems provide data to
JOPES from an unclassified source. This information, though originating from an “unclassified”
environment does not necessary imply that the data is unclassified and can be freely shared
across many venues to include the Internet. It still requires certain safeguards. Once feeder data
is Imported into JOPES, that data becomes classified to the level that is associated with the
JOPES TPFDD.

d. (U) Although individual data elements by themselves may not be classified, the data in
aggregation could portray the scope of operations, force deployments, location centers, ete. The
data by itself may be unclassified, but when used in context assoctated with an operation, that
information becomes classified to the level associated with the JOPES TPFDD.

e. {U) JOPES information is SECRET but certain data elements may be declassified for
purposes of transportation planning upon execution; the data elements which may be declassified
are limited to those data elements specifically required to schedule atr!ift, sealift, or ground
movement as appropriate.

2-3
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- f. (U JOPES c¢lassification guidance is governed by existing CJCSI1 3122 Series, JOPES
Volumes 1-111 and applies to all Contingency Planning, Crisis Action Planning, and Exercise
TPFDDs supperting USCENTCOM. Security guidance for all JOPES and like data/information
is governed by Appendix J and no other locations within this document.

2-4
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CLASSIFICATION: UNCLASSIFIEDR/ /FOUO

! 1. Purpose. This guide establishes tHe basic policies for proper classification,
downgrading, and declassification of information related to the operations, facilities,
communications, data collection and processing, warning, and other information
pertaining to Combined Jeint Task Force 101 (CJTF-101) and its components during
normal periods and deployments for exercises and operations.

2. Applicability. This guide applies to the CJTF-101, its components; and those
Government agencies, civilian contractors, and personnel involved in the activities of
CJTF-101.

3. Authority. The Original Classification Authority (OQCA) for this guide is Major General
Jeffrey J. Schloesser, Commander, CJTF-101. This classification guide reflects -
changes required by Executive Order (EQ) 13292 dated 28 March 2003, "Further

| . Amendment to Executive Order 12958, as Amended, Classified National Security

‘ Information”, and the Information Security Oversight Office (1ISOO) Directive 1, 22

| September 2003. Changes in classification markings are required in accordance with
EO 12958, as-amended. The classification authority for information covered under this
guide shall be cited as shown below, along with the appropriate declassification
instructions.

DERIVED FROM: CJTF-101 Security Classification Guide, Dated: 1 November 2008
DECLASSIFY ON: See 10c below.

4 Effective Date. This guide is effective upon receipt.

, 5. Conflict/Changes. If this security classification guidance imposes impractical

! controls, or if changes are deemed appropriate, the U.S. government activity or civilian
contractor organization concerned should forward recommendations and supporting
rationale to the CJTF-101 FDO. Submission of such recommendations wili not

4 constitute authority to reclassify information and will not become an official change
unless published as an update to this,guide with the concurrence of the OPR.

6. Use and Reproduction of this Guide. This guide shall be used to determine the levels
of the security classification to be assigned to information, systems, programs, plans, or
projects associated with CJTF-101. It may be necessary to consult separate
classification guides to determine the degrees of security classification with respect to
individual systems/subsystems, programs, pians, or projects that are CJTF-101 related.
Reproduction of this guide is permissible.

7. Disclosure of Unclassified Information. DOD considers disclosure as the transfer of
miiitary information through approved channels to an authorized representative. When
{ certain details of information are unclassified, it does not authorize automatic public
E disclosure. Proposed disclosure of unclassified information shall be processed through
the Public Affairs Office (PAC) and/er the Command Information Management Branch

CLASSIFICATION: UNCLASSIFIED//FOUD
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| (CJ6-PB), as appropriate. The term "disclosure” includes, but is not limited to, any
technica! data, articles, speeches, photographs, brochures, advertisements,
presentations, and displays. '

8. Disclosure of Ciassified Information.

~a. To Other Government Agencies. Classified information regarding CJTF-101 may
be disclosed to other DOD components, Federal agencies, or U.S. industrial facilities,
only to properly cleared persons on a need-to-know basis in accordance with DOD
5200.1-R and USCENTCOM Regulation 380-1. It is the responsibility of the individual
disclosing the information to verify the remp:ent s appropriate security clearance and
need to-know.,

b. To Foreign Nationals. Classified information pertaining to CJTF-1C7 related
matters will not be disclosed to forgign nationals, foreign governments, or international
arganizations without proper authorization per the National Disclesure Policy and -
USCENTCOM Regulation 380-5, upon coordination with CJ2-FDQO, the appropriate
Director/Chief of Special Staff, and their designated Foreign Disclosure Representative.

c. Limitations. This guide should not be construed to allow the disclosure of
proprietary information owned by private firms or citizens (i.e. patents, copyrights or
trade secrets) to other contractors engaged in projects at CJTF-101 unless approved by
the owner of such proprietary information.

9. Declassification and Downgrading. Information meeting the classification
requirements of this guide shall remain classified as long as required by national
security considerations. EO 12958, as amended provides uniform instructions for
declassifying and downgrading national security information, including information
relating to defense against transnaticnal terrorism. These instructions are provided for
each specific topic of information and they are not intended to be transcribed verbatim.
They shouid be used to determine a specific date or event for declassification or
downgrading. Specific declassification authority is not required to remark documents
downgraded or declassified in accordance with instructions provided in this guide.

10. Organization of the Classification Guide (APPENDIX A).
a. Information Revealing. The "INFORMATION REVEALING" column states precisely

the elements of information to be protected.

b. Classification. The "CLASSIFICATION" column states which classification level
applies to each element of information fisted under the "INFORMATION REVEALING"
column. The markings listed below are accompanied by descriptive extracts from DoD

5200.1-R:

(1) TOP SECRET. Applied to information, the unauthorized disclosure of which
reasonabgly could be expected to cause exceptionally grave damage to the
{ - national security that the original olassuflcatlon authority is able to identify or

describe.
CLASSIFICATION: UNCLASSIFIED/ /FOUO
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(2) SECRET. Applied to information, the unauthorized disclosure of which
reasonably could be expected to cause serious damage to the national security
that the-original classification authority is able to identify or describe.

(3)CONFIDENTIAL. Applied to information, the unauthorized disclosure of which
reasonably could be expected to cause damage to the national security that the
ariginal classification authority is able to identify or describe.

{(4) UNCLASSIFIED. Some UNCLASSIFIED information may be assigned FOR
OFFICIAL USE ONLY (FOUQ) status in the "REMARKS" column. FOUQ is not
a security classification, but a handling caveat. DOD 5400.7-R, DOD Freedom
of Information Act Program, contains guidelines for preperly marking, handling

and safeguarding FOUQO information.

c. Declassification/Exemption. As of 22 September 2003, the use of X1, XZ, X3, X4,
X5, X6, X7, and X8'was no fonger allowed as declassification markings. The
"DECLASSIFY ON" column specifies the date or event for declassification or the 10-
year automatic declassification exemption category as described in DOD 5200.1-R. If
the original classification authority cannot determine an earlier specific date or event for
declassification, information shall be marked for declassification 10 years from the date
of the original decision, uniess the original classification authority determines that the
sensitivity of the information requires that it shall be marked for declassification for up to
25 years from the date of the original decision. When deciding how to complete the
“Declassify on” line, an original classification authority will have the following choices:

(1) A date or event less than 10 years.
(2) A date 10 years from the date of the document.
(3) A date up to 25 years from the date of the document.

d. Comments. The "COMMENTS" column contains any other pertinent information for
each element of information, as appropriate, to include downgrading instruction, FOUO
designations, etc.

11. PROPONENT. The proponent of this regulation is the Director of Intelligence, CJ2.
Users are invited to send comments and suggested improvements to the CJTF-101

FDO at SIPR | —— Pe/bE—
S

CLASSIFICATION: UNCLASSIFIED/ /FOUD
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TAB A: CLASSIFICATION GUIDE MATRIX

NOTE: REL TO countries or coalitions will vary depending on sources and methods.

!
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INFORMATION

SECRET/REL TG
: or

years from date
info is classified

REVEALING CLASSIFICATION |DECLASSIFICATION COMMENTS
A. MISS!ON/PLANS/OPERATIONS
1. SIGACTS Declassify 10 UNCLASSIFIED after the info

has been sanitized of specific
unit, friendly casualties, battle
damage, and other sensitive
Information. May be marked .
DISPLAY ONLY TO AFG based
on “Need to Know”

2. SIGACTs with
detaifs of CF battle
damage

SECRETHREL TO

Declassify 10
years from date
info is classified

3. SIGACTs with
details of CF
casualties

SECRET/REL TO

Declassify 10
years from date
info is classified

4. SIGACTSs related
to fact of and type
of terrorist/
insurgent attack
(inctuding IED) at

{ specific location

' on specific date

SECRET/REL TO

Declassify 24
hours after event

UNCLASSIFIED only after the
info has been sanitized of
specific unit, CF casualties,
battle damage, and other
sensitive information. DO NOT
declassify details of attacks
such as insurgent tactics and
their effectiveness

5. SIGACTs
related to the fact
of discovery of
IED

SECRETNVREL TO

Declassify 24
hours after event

Details on how IED was
discovered CANNOT be
automatically declassified. DO
NOT reveal details of Coalition -
Forces IED countermeasures

6. Products derived
|from SIGACTs
which show
aggregate, rough
statistics on attacks
(total number and
total casualties),

focation or type

not broken down by

7. Products derived
from SIGACTs
which show
aggregate, rough
statistics on attacks
{total number and
total casualties)
{ broken down by
location or by type

SECRET//REL TO

Declassify 10
years from date
info is classified

includes statistics an
effectiveness by type or
location and sectarian violence

 NW#:67776.
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8. Tactical unit -
situation reports
{SITREPS)

SECRET/HREL TO

Declassify 10 7
years from date
info is classified

May be marked FOR DISPLAY
ONLY TO AFG based on "Need
to Know” ‘

8, Patrol reports
from GCTF tactical
units

May be shared with AFG based
on “Need to Know'

10. Unannotated
photographs within
SIGACTI/SITREP!
Patrol reports

May he classified if they reveal
CF casualties, battle damage,
and other sensitive information.

11. Operational
code word(s) when
identified with
mission operations

SECRET/REL TO

' Decfassify Upon

compietion of
movement or
termination of
operations

Code words/mission
Nigknames are UNCLASSIFIED
when not associated with
mission details

12. Concept of
operations

SECRET/HREL TO

Declassify 10
years from date
info is classified

When written for combined AFG
and CJTF operations mark as
DISPLAY ONLY TO AFG (See
Note 1}

13. Specific CJTF
goals, aims or
intentions '

SECRET/REL TO'

Declassify 10
years from date
info is classified

When written for combined AFG
and CJTF-101 operations mark
as DISPLAY ONLY TO AFG (See
Note 1)

14. Movement of
lammunition,
aircraft, personnel,
units, or
communications
equipment

SECRETINREL TO

i
|

Declassify upon
completion of
movement or
termination of
operations:

When written for combined AFG
and CJTF operations mark as
DISPLAY ONLY TO AFG (See
Note 1)

15. Date and time
mission/operation
hegins

- SECRET/REL TO

Declassify 10
years from date
info is classified

When written for combined AFG
and CJTF-101 operations mark
as DISPLAY ONLY TQ AFG (See
Note 1) ;

16. Time lines/
schedules

SECRETHREL TO

Declassify 10
years from date
info is classified

When written for combined
AFG and CJTF-101 operations
mark as DISPLAY ONLY TO
AFG (See Note 1)

17. Specific |
locations, grids,
or geo-coords to
be used

L

SECRETHREL TO

Declassify 10
years from date
info is classified
or upon departure
from theater

May be UNCLASSIFIED when
using six digit grids, depending
on graphics added to map

NW#:67776
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18. Implementing
conditions and
decision points

SECRET/REL TO

Deciassify 10
years from date
info is classified

19. Rules of
engagement

SECRETHREL TO

Declassify 10
years from date
info is classified
or upon
execution of

20. Operational
Capabilities
ishortfalls

SECRET/REL TO'

Declassify 10
years from date
info is classified

21. Operation
readiness (alert)
time (i.e.
emplacement,
loading, firing,
QRF dispatch
times, etc.

SECRET/RELTO

Declassify 10
years from date
info is classified

¢

; 22. Specific
{_ operationat
information

LB ST IED
# or
SECRETIREL TO

Declassify 10
years from date
info is classified

UNCLASSIFIED if the info:

1) describes a past event and
is expressed in generic terms
2) provides no indicators

of potential future ops

3) does not provide specific
locations, unit data, TTPs,
capabilities, or source info

4) does not embarrass any
Coalition members,

5) does not violate any of the
above if released over time
ar in compilation

23, Overall force

personnel
strength figures
and percentage
{ of personnel fills

!

structure with totat

-

P LS

. or

CONFIDENTIAL/REL TO
or

SECRETIREL TO

Declassify 10
years from date
info is classified

S-trength of all deployed
forces is CONFIDENTIAL,
individual strength is

24. Techniques,
limitations, and
effectiveness of
Psychological ops

i

SECRET/HREL TO

Declassify 10
years from date
info is classified

NW#: 67776
DocId:34498395
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25. Supporting
Intel and
Counter-intel plans
foperations

SECRET/HREL TO

Declassify 10
years from date
info is classified

26. Fratricide
issues

Public release authority
Rests with component
Commanders

27. Accident and
safety data

Should only be distribute to
CJTF and non-Coalition
Countries only with a Strict
“Need to Know”

B. TARGETING

1. Targeting
methodeology

and target
selection process

SECRET/REL TO

Declassify 10
years from date
info is classified

Releasable only to CJTF
Participants with a strict
“Need to Know”

2. Target

SECRETHREL TO

Declassify 10
years from date
info is classified

Releasable only to CJTF
Participants with a strict
“Need to Know”

3. Specific details
of Coalition
targeting plans

SECRET/REL TO

Dec[aséﬁfy 10
years from date
info is classified

Releasable only to CJTF
Participants with a strict
“Need to Know”

4. Command
relationships,
agreements and
MOU.

Un DL ASSIFRD

UNCLASSIFIED unless
classified 1AW "Specific
details of Coalition plans
above

C. SECURITY/FORCE PROTEC

TION

1. Details of
overall force
protection (FP)
posture and
measures at
Coalition
installations

SECRET/REL TO

Declassify 6
months after
termination of
site usage

.12, Force Proteétion

threat analysis

SECRET/HREL TO
f

Declassified upon
completion of
particular mission

NW#: 67776

DocId: 34498399
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3. Access controls
and ingress/egress
requirements at
Coalition
installations

OPSEC remains in effect

4. Vulnerahiiities
and ready Counter
measures at
Coalition
installations

SECRET/REL TO

Declassify 6
months after
termination of
site usage

5. Manning issues
or weaknesses

- SECRET/IREL TO

Declassify 10
years from date
info is classified

terrorist threat
levels/conditions

6. Rear area SECRET/REL TG Declassify 10
counteractions and years from date
countermeasures info is classified
7. Detailed SECRET/REL TO Decilassify 10

years from date
info is classified

8. Terrorist threat
Levels/ conditions
without any details
or supportive
comments

9. Daily signs,
countersigns and
running passwords

SECRETHREL TO

Declassify 10
years from date
info is classified

10. Personnel

Declassify 10

Requirements (PIRs)

infois ciassified

access .years from date
info is classified
D. INTELLIGENCE SUPPORT ACTIVITIES
1. Analysis Derived from Declassify 10 May require higher
produced by CJTF |. classification of years from date iclassification if derived from
intelligence the specific info is classified {non-CJTF releasable
analysts “intelligence products or collection assets
2. Priority SECRETIREL TO Declassify 10
Intelligence ' years from date

- CLASSIFICATION: UNCLASSIFIED//FOUD

NW#:67776
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3, Commanders
Critical Information
Requirements
(CCIRs)

SECRETH/REL TO

Declassify 10
years from date
info is classified

May be more restrictive
based on “Need to Know.”
When written for combined
AFG and CJTF operations
mark as DISPLAY ONLY TO
AFG (See Note 1)

4, intel architecture/
location/ capabilities
of CJTF collection
assets; NOT theater-
or national-Levei
assets

SECRET/H/REL TO

Declassify 10
years from date
info is classified

5. Intelligence
information
obtained from
CHHUMINT sources

SECRET/RELTO

Declassify 10
years from date
info is classified

Cnly if source is not
identified

6. Collateral
intelligence
information
obtained from
tactical SIGINT

SECRET/REL TO

Declassify 10
years from date
info is classified

May be REL TO USA, ISAF,
NATO if sanitized of sources
and methods (See Note 1)

7. Intelligence
information
obtained from
detainee
interrogation
reports,

SECRET/REL TC

Declassify 10 to 25
years from date
info is classified
depending on .
sensitivity of info

May be REL TO USA, ISAF,
NATO if sanitized of
interrogation methods (See
Note 1)

8. CJTF callection
sources and
methods; NOT
theater or national
assets

SECRET/RELTO

Declassify 10
years from date
info is classified

May be more restrictive
based on “Need to Know.”
Not to be disclosed or
released to AFG

9, CJTF Counter-
intelligence
activities

SECRETHREL TO

Declassify 10
years from date
info is classified

Releasable only to CJTF
Participants with a strict
“Need to Know"

10. Number and
effectiveness of tips
from AFG citizens -

SECRETHREL TO

Declassify 10
years from date
info is classified

11. Known and/or
potential hostile
countermeasures {o
CJTF Intelligence
collection activities
(i.e. terrorist acts,
sabotage, mines,
demonstrations,
etc.)

SECRET/HRELTO

Declassify 10
years from date
info is classified

NWH:67776
DocId: 34498329
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CLASSIFICATION: UNCLASSIFIED//FOUQ

12. Hostile
intelligence
operations, sources
and methods

SECRET//REL

Declassify 10
years from date
info is classified

Releasable only to CJTF
Participants with a strict
“Need to Know"”

13. Order of battle,
command and
control, structure,
total number, type,
location, strength,
etc of ACM, TB,
foreign fighters
and/or terrorists

SECRETHREL TO

Declassify 10
years from date
info is classified

Depending upon coilection
Method, individual locations
Etc; may be releasable on
“Need to Know" basis after
Sanitization of sources and
methods

14, AGM, TB, and/or
terrorist plans and
intentions

Derived from
classification of
the specific
intelligence

Declassify 10
years from date
info is classified

May require-higher
classification if derived from
non-CJTF releasable
products or collection assets

15. Organized
crime, smuggling,
and black market
activity within the
CJTF-101 area of
operations

CONFIDENTIAL/REL TO
OR
SECRET//REL TO

Declassify 10
years from date
info is classified

Releasable only to CJTF
Participants with a strict
“Need to Know"'; Classify

at SECRET level if CJTF
intelligence sources/methods
are revealed

{16, Denial and
deception planning
and operations

SECRET/REL TO

Declassify 10
years from date
info is classified

17. Assessments on
operations, activities
or personalities of
Afghanistan
governmental
officials or ministries

SECRET/H/REL TO

Declassify 10 to 25
years from date
info is classified
depending on
sensitivity of
information

18. Derogatory
information on
operations, activities
or personalities on
Non- Governmental
Organizations

CONFIDENTIAL/ REL TO

Declassify 10 to 25
years from date
info is classified

_ |depending on

sensitivity of
information

May be more restrictive
based on “Need to Know.”
Classify at SECRET level if
CJTF intelligence sources
and methods are revealed

19. Loss of
original CJTF
classified matgrial

CONFIDENTIAL REL TO
OR
SECRETHREL TO

Declassify 10
years from date
info is classified

NW#:67776
DocId:3449839%
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CLASSIFICATION: UNCLASSIFIED//FOUOQ

20. Damage
assessments
Conducted pursuant
to the loss or
compremise of
original CJTF
classified
information

CONFIDENTIAL REL TO
OR
SECRET/REL TO

Declassify 10
years from date
info is classified

May reguire a higher -
classification depending
on classification of content
lost

21. Theater-derived
imagery and UAV
footage

SECRET/REL TO

Declassify 10
years from date
info is classified

22. Full Motion
Video (FMV) feeds
from Tactical Level
UAV (IGNAT, SCAN
EAGLE, ROVER,
JLENS, PTDS, etc)

Unclassified only when
not part of the Collection
Coordination and
Intelligence Requirement
Management (CCIRNM)
process

23. Theater UAV SECRET//REL Declassify 10 Once the operation is

FMV from systems years from date |complete, and the UAV

within the CCIRM info is classified |telemetric data blacked out,

process the theater UAV FMV may be
UNCLASSIFIED//FOUQ upon
command disposition '

E. WEATHER
1. CJTF weather SECRETIUREL TO | Declassify one  |[UNCLASSIFIED when
forecasts & or week frem'date  |separated from specialized

special analysis

e ey
i b

info is classified

analysis (e.g., effects on
operations, etc.)

F. MEDICAL OPERATIONS

1. Concept of

medical operations |

CONFIDENTIAL/REL TO

Declassify 10
years from date
info is classified

2. Operational
capacities, shortfalls
or vulnerabilities

SECRETH/REL TO

Declassify 10
years from date
info is classified

3. MEDEVAC
procedures, general
locations of
hospitals, clinics,
aid stations

 NW#:67776
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4, Division Medical
SITREPS

G. COMMUNICATIONS

1. Communication
systems architecture
{voice and data) in
support of operations

CONFIDENTIAL REL TO

Declassify 10
years from date
" info is classified

2. Authentication
codes and systems

CONFIDENTIAL REL TO

Declassify 10
years from date
info is classified

May require higher
classification depending
upon the system

3. CJTF Signals
Operating
instructions (SOl}

CONFIDENTIAL REL TC

Declassify 10
years from date
info Is classified

May require higher
classification depending
upon the system

4, CJTF
communication
vulnerabilities,
effectiveness

and sustainabhility

CONFIDENTIAL REL TO

Declassify one
week from date
info is classified

5. Attempted
penetrations of
Coalition automated

information systems|

CONFIDENTIAL REL TO

Declassify 10
years from date
info is classified

May be SECRET depending
upon system. Releasable
only to CJTF participants
with a strict “Need to Know”

6. Means of CJTF
COMSEC
distribution

SECRETIREL TG

Declassify 10
years from date
info is classified

Releasable only to CJTF
Participants with a strict
“Need to Know”

H. LOG

ISTICS DATA

1. Movement of
sensitive or critical
supplies/personnel

CONFIDENTIAL/REL TO

Declassify 10
years from date
info is classified

2. Specific logistics
requirements

CONFIDENTIAL/REL TO

Declassify 10
years from date
info is classified

3. Detailed
logistics or
sustainment
needs based on
classified plans
or Vulnerabilities

CONFICENTIAL//REL TO

Declassify 10
years from date
info is classified

NW#:67776
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CLASSIFICATION: UNCLASSIFIED/ /FOUD




CLASSIFICATION: UNCLASSIFIED//FOUOD
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I. PUBLIC AFFAIRS

1. Concept of e
theater media
operations

2. Requirements for
media registration

3. Specific location [CONFIDENTIAL/REL 7O| Declassify Releasable on a “Need to
& travel itineraries six Know” basis
of visiting VIPS : ' months after -

completion of -

J. CIVIL MILITARY OPERATIONS

1. Overall Theater |[CONFIDENTIAL/REL TO! Declassify 10 May be more restrictive
CONOPS and years from date |based on “Need to Know.”
specific task info is classified [When written for combined
support to CMO ASF and CJTF operations
elements ‘ mark as REL TO USA, ISAF,

NATO (See Note 1)

! 2. Project reports B e RE R ' May require SECRET
classification if containing
force protection issues,
vulnerabilities, or

3 assessments on local
leadership

K. DEPLOYMENT/REDEPLOYMENTS

1. Units names and SECRET/REL TC Declassify
strengths . Upon completion
of movement

2. Land/Air/Sea SECRETHREL TO Declassify @
transport support | Upon completion

required for of movement

operation .

3. Routes of SECRET/REL TGO Declassify

travel ' Upon compietion

of movement

4. Rights and CONFIDENTIAL/REL TO| Declassify

privileges at host Upon completion
nation ports/ of movement

( APODs/SPODs

ASSIFIED//FOUC

L f B e

CLASSIFICATION: UNC
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L. OPERATIONAL GRAPHICS

1. CF Operationat
graphics revealing
intelligence
collection assets

SECRET/REL TC

Declassify 10
years from date
info is classified

2. CF Operational
_igraphics revealing
information from
specific intelligence
sources

Derived from
classification of
the specific
intefligence

Derived from
intelligence
source

3. CF Operational
“igraphics revealing
restrictions on
_ |weapons and
“lordnance use,

SECRET//REL 7O

Declassify 10
years from date
original info is
classified

When written for combined
AFG and ISAF operations
mark as DISPLAY ONLY TO
AFG (See Note 1)

4. CF Operational
graphics revealing
routes, boundaries
or locations for
future operations

. SECRET//REL TO

Declassify upon
completion of
movement or
operation

When written for combined
AFG and ISAF operations
mark as DISPLAY ONLY TO
AFG (See Note 1)

5. CF Opera‘tional
graphics revealing
aviation flight paths

SECRETHREL'TO

info is cEassif_ied

Declassify 10 yearg
from date original

When written for combined
AFG and ISAF operations
mark as DISPLAY ONLY TO
AFG (See Note 1)

6. CF Operational
graphics revealing
safe houses or

temporary operating|

hases

SECRET/REL TO

Declassify 10 years
from date info is
classified or upon
termination of site
use

When written for combined
AFG and ISAF operations
mark as DISPLAY ONLY TO
AFG (See Note 1)

7. CF Operational
graphics revealing
location or
readiness of QRF

CSECRETHREL TO

Declassify 10 years
from date original
info is classified

When written for combined
AFG and ISAF operations
mark as BISPLAY ONLY TO
AFG (See Note 1)

8. CF Operational
graphics revealing
coerdon & search or
AlF interdiction
cperations

SECRET/REL TC

Declassify 10 years
from date original
info is classified

When written for combined
AFG and ISAF operations
mark as DISPLAY ONLY TO
AFG (See Note 1)

NW#:67776
DocId:34498399
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operations

9. CJTF Operational
‘ graphics revealing

| cordon & search or
AlF interdiction

SECRET/REL TO

Declassify 10
years from date
info is classified

When written for combined
AFG and ISAF operations
mark as DISPLAY ONLY TO
AFG (See Note 1)

future tactical
operations

10. CJTF Operationa
graphics revealing
targets of interest or

SECRET/REL 70

Declassify 10
years from date
info is classified

When written for combined
AFG and ISAF operations
mark as DISPLAY ONLY TO
AFG (See Note 1)

cperational
vuinerabilities

11. CJTF Operationa
graphics revealing

SECRET/REL TO

Declassify 10
years from date
info is classified

12. CJTF Operationa
graphics revealing
non-public force
protection and
security measures

SECRET/NREL TO

Declassify 10
years from date
info is classified

{ L

M. MISCELLANEOUS

statistics

1. Daily personnel

SECRET/REL TO

Declassify one
month from date
of information

'Approximate numbers of

deployed personnel may be
released by Public Affairs for
official use

AOs, and

2. Coalition fixed
security zones,

Must not contain derivative
information from classified
FRAGOs

3. Locations,

ranges

boundaries, and

associated danger
areas of Coalition
training areas and

CONFIDENTIAL/ REL TO

Declassify 10

" years from date
original info is
classified

Must not cdntain derivative
information from classified
FRAGOs

4. Graphic

supply routes

representation of
main or alternate

SECRETHREL TO

Declassify 10
years from date
original info is
ctassified or upan
termination of use

includes imagery and Map
overiays; imagery may be
marked DISPLAY ONLY TO
AFG

supply routes

5. Transportation/

networks to include
roads and railroads
{ ~ |when not annotated
as main or alternate

NW#:67776
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PR Ly

6. Demographic,
sectarian and
political boundaries
to include
ibeladiyahs, Hayys
and Muhallas

7. Afghani facilities,
iocations and public
buildings when not
annotated as
specific targets of
operations

8. Locations of

MEDCAP, DENTCAP,

construction
projects, distribution
points, & other
humanitarian
assistance mission
details

Only releasable after

approval by Public Affairs

9. Times, locations
of public meeting
sites with local
officials

S MR T A

e

Must not contain
derivative information

from classified FRAGOs

10. Location,
itineraries, and
travel medes of key.
CF and friendly
military and/or
civilian leaders

CONFIDENTIAL/ REL TO

Declassify one year

from date info is
classified or upon
completian of

travei

11. Photographs of
friendly positions,
camps, personnel
and equipment for
personal or
documentary
purposes

SRS

Photographs may not
reveal friendly security

measures or capabilities

12. Photographs
frem news media

Photographers must display
appropriate credentials and
have approval from Public

Affairs

13. Photographs
taken internal to
CJTF-101 buiidings
and facilities, except
SCIFs

Procedures must be taken to

ensure area sanitization prio
to photographs being taken

r
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ASSIFIED//FOUO

14. Commercial
satellite imagery
(including CIB01

"Classification

and/or distribution

based on original,

See note 2 and 4 below

and NGA-supplied source: {e.g.
commercial) hard ; . lLor
and processed soft “og

copy

Reviewed on a See note 3-4 below

case by case basis

15. Commercial raw
imagery data over
Afghanistan

Must not contain derivative
|classified information from
FRAGOs

16. Locations of
Coalition and Iraqi
military and police
facilities and
embassies

1. All disclosure/release to AFG decisions by the originator must be reported to and logged by an
FDO/FDR. For further guidance on release/disclosure to AFG, see Tab B of this classification
guidance.

2. All customers of Commercial imagery are required to agree to the LIMDIS handling instructions
and sign the LIMDIS acknowledgment form at the receipt of their RFI.

3. Commercial raw digital data releases shall be reviewed on a case by case basis with NGA and
FDO concurrence.

4. Users are reminded that the classification of these products may change with the addition of
operaticnal graphics.

CLASSIFICATION: UNCLASSIFIED//FOUO
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Tab B TERMS
These terms are UNCLASSIFIED

Access: The ability or opportunity to gain knowledge of classified information.
Classification: The act or process by which infermation is determined to be classified information
Classification guide: A documentary form of classification guidance issued by an original
classification authority that identifies the elements of information regarding a specific subject that
must be classified and establishes the level and duration of classification for each such element.
Declassification: The authorized change in the status of information from classified information to
unciassified information _
Declassification authority: (1) the official who authorized the original classification, if that official is
still serving in the same position; (2) the originator's current successor in function; (3} a supervisory
official of either; or (4) officials delegated declassification authority in writing by the agency head or
the senior agency official.
Derivative classification: The use (paraphrasing, restatmg, incorperating) of information that is
already classified in a new product. The newly developed material must have classification markings
consistent with those appliec to the source information. Derivative classification includes the
classification of information based on classification guidance. The duplication or reproduction of
existing classified information is not derivative classification.
Disclosure: Qral or visual transmission of classified military intelligence via approved, secure,
government-to-government channels where the classified material itself remains under positive U.S.
control,
Document: Any recorded infermation, regardtess of the nature of the medium or the method or
circumstances of recording.
Downgrading: A determination by a declassification autharity that information classified and
safeguarded at a specified level shall be classified and safeguarded at a lower levelx
Foreign Disclosure Foreign disclosure is the transfer of classified military information (CMI) or
controlled unclassified information (CUI} through approved channels to an authorized representative
of a foreign government or international organization
Foreign Disclosure Officer (FDO}): An FDO is an official specifically designated in writing who may
disclose or deny classified military information 1AW NDP-1, provided
the information is originated by the official's department cr agency and the official is responsible for
the infermation to be disclosed.
Foreign Disclosure Representative (FDR): An FDR is a person who understands the basics of
foreign disclosure, but DOES NOT have written authority to release infoermation
Multiple sources: Two or more source documents, classification guides, or a combination of both.
Need-to-know: A determinaticn made by an authorized holder of classified information that a
prospective recipient requires access to specific classified information in order to perform or assist in
a lawful and authorized governmental function.
Original Ciassification Authority (OCA): An OCA is an individual authorized in writing, either by
the President, the Vice President in the performance of executive duties, or by agency heads or
other officials designated by the President, to classify information in the first instance.
Release: Physical transfer ¢f classified military information (hardcopy or electronic) via approved,
- secure government-to-government channels into the custody of a foreign recipient.
Sanitization: The process of editing or ctherwise altering intelligence information or reperts to
protect sensitive intelligence sources and methods, capabilities, and analytical procedures in order
to permit wider dissemination.
Source document: An existing decument that contains classified informatien that is incorporated,
{.,_ ' paraphrased, restated, or generated in new form into-a new document.

5
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Tab C REFERENCES
These terms are UNCLASSIFIED

Combined Forces Command - Afghanistan, Security Classification and Marking Guide
Dated: 25 March 2006

( CJTF-76 Operation Enduring Freedom Classification Guidance
“ Dated: 18 May 2004
CLASSIFICATION: UNCLASSIFIED/ /FOUD
NW#:67776
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Multi-Naticnal Force — Iraq, Security Classification Guidance Memaorandum, Version 7
Dated: 31 March 2007

z
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57776 Date: 2014-070 :
3102028 Document 1
BB 132 , ‘
Dist 06/24/2014 : °

2d Marine Expeditionary Brigade, Afghanistan
MCIA Cultural Intelligence Team {MCIT)

{U) Sarwar Jan: Abdul Rahrhan Jan’s Top Lieutenant
and an Enduring Source of instability in Now Zad

(U) Executive Summary’

{S//RECUSANATOSAT) A close loak at Sarwar Jan, a lonig-time associate of farmer

Helmand ANP chief and Nurzai tribal leader Abdul Rahman lan, highlights the
chalienges posed by key figures from Sher Mohammad Akhundzada’s tenure as
governor of Helmand, While some of these individuals can be co-opted and used to . -
stabilize previousiy unstable areas of Helmang, a review of all regorting on Sarwar f
ian strongly indicates that he is not among them. This analysis is intended to {
provide @ baseline assessment of Sarwar Jan’s activities to date in order te hightight
the challenge that he poses to establishing sustainable governance and security in
Now Zad district. '

] {U} Biography

, BB
sl -—-~‘L% -

;Hefping Abdul

Rahiman Jan to raise a 200-man militia, Sarwar Jan aided his patron in the capture of first
Gereshk and then Lashkar Gah. Sarwar ian was rewarded for his service with a position of :: | [ 1I)) 5
authority s the ANP chief in Now Zad district when Abdul Rahman Jan became provincial ANP /f'

chief. "] alalicaa

) ST .5bulsc33024(m)(1)

ENCLOSURE (B)

4 : 67776
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Jéiven Sarwar Jan's close association with Abdul Rahman',

)

Jan, it is likely that he servedqtge middieman _between_his_patron in_Nad-e Ali_and Dad

50 USC 3024(m)(1) | [7/001)
® e P3/b(3) '
i L/
7/
@ -
K
‘ > '|
Lo < L
/
L P1/b(1)
7 .= 7 ) Foiapy)
K -7 /OSD
, .-
P FOIA(bY1)
v—r" DEA

Mohammad Khan in Sangin.”

Tahban shortly after the movement gt ‘for'na

rank of Kabul: .Gorps Commandér. nd:
‘nortH #

a'three:man”zriumvm
ana Kandahar Corps

charlsma Mu!lah
fnghters and h|
Helmahd. As a | resu!t of
Daduilah reguiarly- appeare
Media. :'Center and wa’
onwards. T
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(SHwF) Sarwar jan’s actions during the Taliban sei
similarly concerning. Though sympathetic

2ure of D

afé/N@W

a;;isnyi that he simply returned to Nad-a All
following the Taliban capture of Now Zad, again the truth is more complicated.”]

Zad in February 2006 are

P1/b(1)
P3/b(3)
e E— e e e — 17
_M_MLM_#__J_‘_FMS s consistent-wit reporting indicating that many of Sarwar Jan's associatey”
';.E'f)TA'EE_)(H within the ANP sided with the Taliban during their seizure of Now.Zad and likely explains/the |
0osD reason why the district center fell without any serious resistance. - !
L | 50 USC 3024(m)(1)
= 1

’

rd

’

{S//RECUSAAUS EANGER)

[civen Sarwar jan’s fack of ideological enthusiasm fgrftﬁe Taliban, it appears that®
h@w,‘ TibaiTids To NTr/aielerments

of the Now Zad Taliban, and an attempt to play both sidgs’ag_ains't the middle in the fighting

between the Coalition and the Taliban.“® While self-sepving opportunism among the ANP is by _

|

no means a phenomenon unigue to Sarwar Jan, serdom has it taken the form of ditsct ﬂm?

N
r‘ EOIA(D)(1)

\,SD

P1/b(1)
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\While a charitable interpretation of these events
would be that Sarwar Jan recognized the futifity of resisting the Taliban, such a view is at odds
with his earlier cooperation with the group to conduct attacks against GIRCA in Nad-e Ali and
Lashkar Gah No matter which view of these events is accurate however, the fact remains that
the Taliban could never have established themselves in Marjeh to their current degree were it
not for Sarwar lan and his actions. '

{5/MFF Sarwar Jan intended to reacguire his former position of Now Zad district ANP chief.
With the Taliban seizure of Marieh, Sarwar jan returned to Lashkar Gah where he sought and
eventually obtzined the attention of provincial ANF chief Colorel Sherzad.”® Based on his-past
experience in the district and Colonel Sherzad’s desire to fill the position with a feliow Nurzai
tribesman, Sarwar Jan was able to resume his oid position and returned to Now Zad with a
number of his former associates.”” " Once established back in Now Zad however, Sarwar Jan
appears to have resumed his ofd pattern of behavior, werking with his ANP associates Mabuk
and Toor Jan to provide weapons and vehicies to the Taliban for profit.”! Other repcrted abuses
on Sarwar Jan's part includes the extortion of individuals involved in cash for work crograms
and detaining Now Zad residents to force them to pay him for their release.’? More to the
point, his past and current abusive behavior towards the population led to a net increase in
manpower for the Taliban in the district during Cperation KAREH COBRA |, with Jocal Taliban
b led by Qani Agha wanting to continue the fight in the district due largely to Sarwar Jan’s
presence as the public face of the ANP in the district.”> While Sarwar Jan appears to have
maintained a constituency among former-residents of the Now Zad district center, the genera!
attitude towards his return in the broader district has been one of terror that could easily
translate into renewed support for the Taliban.” 7°

ASHRECUSANATOSAFY As a result of growing awareness on the part of ANP Operations

Officer, Lieutenant Colonel Ibrahim, and Heimand Special Police OIC, Colone! Kareem, of Sarwar
Jan’s illicit and abusive activitias in Now Zad, he was relieved his duties along with His associates
Hajji Mohammad and Hajji Baran in late January S516:1 2 8 Bl major concern on the
part of the ramaining ANP was that Sarwar Jan and his associates would seek to contest his
removal through vioience, this does not appear to have occurred to date.®’ A testimeny to
Sarwar Jjan’s negative reputation in the district can be seen in the fact that atmospherics
reporting in the district began to improve almost immediately following his removal. Based on
his past behavior however, Sarwar jan is unlikely to dccept defeat and may.well attempt to
leverage his connections to Abdul Rahman Jan to attempt to regain his former position in Now

Zad: '
(U) MCIT Assessment o

- ASHREESSA-NATOHS AR Because repomihg' has fong highlighted the roie of various ANP officers

misusing their official positions for personal gain, it is important to distinguish between what
} might best be thought of as “ordinary” corruption cemmon within developing security services
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and truly egregious cases that have the potential to actively.undermine security gains 'n the
MEB-A AQ. In the case of Sarwar Jan, he is a clear case of the latter, having repeatedly misused
and betrayed the authority entrusted through his position in the ANP in both Now Zad and
Marjeh in ways that have actively benefited the Taliban. While he is certainly not an ideological
sympathizer of the insurgency, his actions have had such a net negative effect on Now Zad and
Nad-e Ali that it might be worth asking the question of how much worse the situation in either
district could havé been if he were. That his current removal-as héad of the district ANP has

: J
already led to net gains for GIROA among the population is testimony enough’to how he was
regarded by the population of the district.

{SHAEEESANATO-SAFHN contrast to his patron Abdul Rahman jan, Sarwar Jan dees not hold
any tribal influence or authority beyond himse!f and 2 smal! clique of corrupt Nurzai associates,
many of whom have aiready defected to the Taliban. As a result, while engagement and
dialogue with Abdul Rahman Jan might well result in an increased iegitimacy or authority for
Coalition forces of GIROA among the Nurzai in Nad-e Ali, no simiiar benefits can be derived
from the same with Sarwar Jan. His removal as ANP chief for Now Zad represents a step
forward for the legitimacy of GIROA and greater transparency among the ANP in the district.
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